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Latency Minimization in Covert Communication-Enabled
Federated Learning Network
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Abstract—Federated Learning (FL) as a promising technique is able
to address the privacy issues in machine learning. However, due to the
broadcast nature of wireless channel, one of the key challenges of FL
is its vulnerability to wireless security threats. Thus, in this paper, we
consider the model update security in FL. In particular, we propose to
adopt a covert communication technique with which a friendly jammer
transmits jamming signals to prevent a warden from detecting local model
update transmissions of mobile devices in FL. The use of jamming sig-
nals reduces the transmission rate of the devices. Thus, we formulate an
optimization problem that jointly determines the jamming power, local
model transmission power, and local training accuracy to minimize the
FL latency, given a security performance requirement. The problem is
non-convex, and we propose an alternating descent algorithm to solve
it. Extensive simulations are conducted and the results demonstrate the
effectiveness and network performance improvement of the proposed
algorithm.

Index Terms—Covert communication, federated learning, secure model
update, latency minimization.

I. INTRODUCTION

Federated Learning (FL) has recently proposed as a promising
technique in machine learning. In the FL, the mobile devices use their
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local data to train cooperatively a machine learning model required by
the server. Then, the mobile devices transmit the local model updates
to the server via wireless channels. Since the mobile devices transmit
model updates instead of the raw data to the server, FL addresses the
privacy issues and network bottleneck.

However, one of the key challenges of FL is its vulnerability to
wireless security threats. In particular, due to the broadcast nature
of wireless channels, attackers can easily detect the model update
transmissions between the server and mobile devices. Then, they can
eavesdrop the trained models for certain malicious purposes, or they can
infer sensitive information, such as gender, occupation, and location of
the mobile devices’ owners [1]. More seriously, the attackers can launch
jamming attacks to disrupt the model update transmissions between
the mobile devices and the server. Nevertheless, such an attacker has
not well been investigated in FL. In particular, there are some works,
e.g., [2] and [3], proposed to secure the model updates. Specifically,
the authors in [2] address the model poisoning attack in which an
attacker attempts to directly poison the global model. The authors
in [3] combat a backdoor attack in which a backdoor attacker stealthily
manipulates the global model so that the attacker-chosen inputs result
in wrong predictions. Recently, few works have been proposed to
prevent an attacker from disclosing the model updates transmitted
from the mobile devices. For example, the authors in [4] adopt a
homomorphic encryption technique to encode the local updates from
the mobile devices. However, this technique usually requires multi-
round communications and high power consumption at the mobile
devices.

Recently, covert communication (CC) has been proposed as an
effective solution to the wireless security. The key idea of CC is to hide
the existence of data communications from a warden by transmitting
artificial noise signals along with the data transmission signals. Note
that CC is different from the physical layer security (PLS) which aims to
prevent the warden from decoding the transmission data. As presented
in [5], CC is able to achieve a covert rate, i.e., data transmission rate
without being detected, higher than the secrecy rate obtained by PLS.
Moreover, CC may not require channel state information (CSI) of the
warden, which is hard to be acquired. As a result, CC is a promising
solution for several applications such as military and Internet of Things
(IoTs).

For the above reasons, in this paper, we propose to leverage CC for the
model updates in FL. To the best of our knowledge, this is the first work
that adopts the CC in FL. In particular, we consider an FL network which
includes a base station (BS), i.e., the model owner or server, mobile
devices as workers, and a warden, namely Willie. We aim to secure the
local model transmissions from the mobile devices to the BS, and a
friendly jammer is deployed that transmits jamming signals to prevent
the warden from detecting the transmissions by the mobile devices.
However, this jamming reduces the signal-to-interference-plus-noise
ratio (SINR) at the BS and increases the FL latency of the system.
Thus, we formulate an optimization problem that jointly determines the
jamming power of the friendly jammer, and the transmission power and
local training accuracy of the devices to minimize the maximum of the
FL latency, constrained by the security performance. The optimization
problem is non-convex. To solve the problem, develop an alternating
descent algorithm by resorting them to the successive convex approx-
imation (SCA). The simulation results show the effectiveness of the
proposed algorithm.

The main contributions of the paper are sthe followings:
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TABLE I
LIST OF FREQUENCY SYMBOLS USED IN THIS PAPER

Fig. 1. A covert communication-enabled FL network.

� We propose a covert communication-enabled federated learning
(CCFL) system. In the CCFL system, a friendly jammer is de-
ployed to transmit jamming signals so as to prevent a warden
from detecting the local model transmissions between the mobile
devices and the BS.

� We formulate an optimization problem for the CCFL system.
The problem is to optimize the jamming power of the friendly
jammer as well as the local accuracy and the transmit power of
the mobile devices to minimize the FL latency subject to the covert
communication requirement. To solve this problem, we develop
an alternating descent algorithm by resorting to the successive
convex approximation (SCA).

� We conduct experiments to show the convergence of the proposed
algorithm. We evaluate and discuss the performance obtained by
the proposed algorithm.

The rest of the paper is organized as follows. In Section II, we present
the covert communication-enabled FL system and formulate the FL
latency minimization problem. In Section III, we develop an alternating
descent algorithm to solve the problem. The simulation results and
discussions are presented in Section IV, and the conclusions are given
in Section V.

II. SYSTEM MODEL

This section presents the system model, the covert communication-
enabled FL system and formulate the FL latency minimization problem.
Typical notations used in this paper are summarized in Table I.

We consider an FL network as shown in Fig. 1. The network includes
a setN ofN mobile devices, one server at a BS and a friendly jammer.
The mobile devices as FL workers cooperatively train a deep neural

network (DNN) model required by the server. There is a warden (Willie)
in the network that tries to detect the model parameter transmissions
from the devices to the BS. We consider the information security for
the mobile devices that may be more vulnerable to the adversary. To
hide the model update communications transmitted from the devices
to the BS, the jammer transmits a jamming signal while the devices
transmit the local model updates. It is important that the BS as a
central controller decides the jamming power of the jammer and the
model update transmission power of the devices. The BS can exchange
the decision information via control signals at the beginning of each
training iteration. Let di,s, dj,s, di,w, and dj,w denote the distance
between device i and the BS, the distance between the jammer and
the BS, the distance between device i and Willie, and the distance
between the jammer and Willie, respectively. Also, we denote the
channel coefficients between device i and the BS and between the device
and Willie as hi,s and hi,w, respectively. Additionally, we denote the
channel coefficients between the jammer and the BS and that between
the jammer and Willie as hj,s and hj,w, respectively. The channel
coefficients are assumed to be circularly symmetric complex Gaussian
with zero mean and unit variance.

To achieve a high spectrum efficiency, the orthogonal frequency-
division multiple access (OFDMA) technique is adopted for the local
model transmissions from the devices to the BS. It is important that
with the OFDMA technique, the covert communication fits well into
the FL environments, compared with the PLS. The reason is that in
the FL environments, the number of devices may be very large, and
the amount of bandwidth assigned to each device is low. As a result,
the noise power at Willie is low that decreases the secrecy rate of PLS,
while the covert communication produces a fixed security performance
as shown in (9) in this paper.

For FL, let w denote the vector including global model parameters.
Each device i has a local dataset Di with Di data samples. Each data
sample k consists of an input xik and its corresponding output yik.
We introduce the loss function gi(w,xik,yik) that captures the FL
performance. The total loss function of device i is given by [7]

Gi(w) =
1
Di

Di∑
k=1

gi(w,xik,yik). (1)

In the FL algorithm, we denote I0 as the number of global iterations to
achieve a global accuracy ι for the global model, and Ii as the number
of local iterations at device i to achieve a local accuracy η for the
local model. We assume that Gi(w) is L-Lipschitz continuous and γ-
strongly convex, i.e.,γI � ∇2Gi(w) � LI, ∀i ∈ N , whereI presents
an identity matrix, and the values of γ andL are determined by the loss
function. The assumption is reasonable since the FL loss functions is
typically linear or logistic functions. According to Theorem 1 in [6],
we use a

1−η to approximate the number I0 of global iterations, where

a = 2L2

γ2ξ
ln 1
ι

with ξ being a constant value, i.e., 0 < ξ ≤ γ
L

.
After the mobile devices train the models, they transmit the trained

models, i.e., the local models, to the server. The server generates a
new global model by taking average of the local models. As such,
the number of elements in the local model can be the same as that in
the global model. Therefore, the data size of the local model is equal
to that of the global model. Here, the data size of the local model is
defined by the number of bits. Let S denote the data size of the local
model that is measured in bits that is mapped into n symbols defined as
qi = [q1

i , . . . , q
n
i ]. For the covert communication, the jammer transmits

a jamming signal qj = [q1
j , . . . , q

n
j ].
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A. Covert Communication

For simplicity, we omit index μ that indicates the μ-th iteration of
the FL training process. The signal received at receiver m (m is s for
the BS and w for Willie) is [5]

zi,m =

⎧⎪⎨
⎪⎩

√
pjhj,mqj

d
α/2
j,m

+ ωi,m, if Ψi,0,
√
pjhj,mqj

d
α/2
j,m

+
√
pihi,mqi

d
α/2
i,m

+ ωi,m, if Ψi,1,
(2)

whereΨi,0 specifies the case that device idoes not transmit any message
to the BS, Ψi,1 refers to the case that device i transmits a message to
the BS, pj and pi respectively are the jamming power and local update
transmission power, α denotes the path-loss exponent, respectively,
and ωi,m ∼ CN (0, σ2

i,mIn) is the Gaussian noise at receiver m. In
presents an n× n identity matrix. Each symbol of the received signal
at Willie from device i follows ∼ CN (0, σ2

i,w + θ), in which the
probability density function (PDF) for Willie’s observation of θ for
θ > 0 is given by [5]. The SINR at the BS corresponding to device i
is [5]

ζi =

⎧⎨
⎩

0, if Ψi,0,
pi|hi,s |2

�(dα
j,s
σ2
i,s

+pj |hj,s |2) , if Ψi,1,
(3)

where 
 = (
di,s
dj,s

)α.

B. Federated Learning Latency

The FL process in each iteration consists of three steps: local training
at each device, local model update transmissions of the device, and
result aggregation and broadcast at the BS.

1) Local Training Latency: Each device trains the local model by
using the gradient method with the step size δ. Let fi be the computation
capacity, i.e., the number of CPU cycles per second, of device i. Then,
given the local accuracyη, the number of local iterations required for the
local computation at each device is approximately v log2(1/η), where
v = 2

(2−Lδ)δγ [6]. Thus, the computation time at device i required for
the data processing at each iteration is [7]

τi =
vCiDi log2(1/η)

fi
=
Ai log2(1/η)

fi
, ∀i ∈ N , (4)

where Ci (cycles/bit) is the number of CPU cycles required for com-
puting one data sample at device i and Ai = vCiDi.

2) Model Upload Latency: The data rate achieved by device i
for transmitting its local model to the BS is given by [5]

ri = Pψi,1bi log2

(
1 +

pi|hi,s|2

(pj |hj,s|2 + dαj,sσ

2
i,s)

)
, (5)

where Pψi,1 refers to the probability of data transmission to the BS, bi
is the bandwidth assigned to device i, and σ2

i,s = biσ
2
0 where σ2

0 is the
one-sided power spectral density level of the noise at the BS. Due to

the limited bandwidth, we have
∑N

i=1
bi ≤ B, where B is the total

bandwidth. Then, the time required for transmitting the local model
from device i to the BS is given by ti = S/ri, where S is the data size
of the local model. As such, ti (and hence the FL latency) is inversely
proportional to the probability of local model transmission to the BS,
i.e., Pψi,1 .

3) Aggregation and Broadcast Latency: In this step, the BS
aggregates the global models and then broadcasts the global model to
all devices in the downlink. Due to the high power budget of the BS,
the downlink latency is ignored. Therefore, the FL latency of device

i at each iteration is τi + ti, and the FL latency of the device over I0

iterations is

Ti = I0(τi + ti) =
a

1− η (τi + ti). (6)

The total training latency or the FL latency is the maximum latency
among the devices, that is maxi∈N Ti.

C. False Alarm and Miss Detection Probabilities

When Willie decides Ψi,1 while Ψi,0 is true, a false alarm (FA) with
probability Pi,FA occurs, while if Willie decidesΨi,0 whileΨi,1 is true,
a miss detection (MD) with probability Pi,MD happens. The security
requirement of the BS is expressed by the condition [7]

Pi,FA + Pi,MD ≥ 1− ε, ∀i ∈ N , (7)

where ε > 0 is a covertness requirement.
As illustrated in [5], the error detection probability at Willie is given

by

Pi,FA + Pi,MD

=

⎧⎨
⎩1 + e

−
(ϑi−σ2

i,w
)

ψi,0 − e−
(ϑi−σ2

i,w
)

ψi,1 , for ϑi − σ2
i,w ≥ 0,

1, for ϑi − σ2
i,w < 0,

(8)

where ψi,0 =
pj
dα
j,w

and ψi,1 =
pj
dα
j,w

+ pi
dα
i,w

. For the minimal detection

error, Willie must to determine a power threshold ϑi to have its true
decision. The optimal power threshold corresponding to device i is
determined by minϑi Pi,FA + Pi,MD . According to [5], and since
ϑ∗i ≥ σ2

i,w is always true, the optimal value of ϑ∗i is given by ϑ∗i =

(
ψi,0ψi,1
ψi,0−ψi,1 ) ln(

ψi,0
ψi,1

) + σ2
i,w. Therefore, by substituting ϑ∗i into (8) we

have

Pi,FA(ϑ
∗
i) + Pi,MD(ϑ

∗
i) = 1 + e

−
( ψi,1
ψi,0−ψi,1

)
ln
(ψi,0
ψi,1

)

− e−
( ψi,0
ψi,0−ψi,1

)
ln
(ψi,0
ψi,1

)
. (9)

This is the minimal error detection probability at Willie which also
presents the covertness of the devices in the FL system.

D. Problem Formulation

In general, we can increase the jamming power to prevent Willie
from detecting the model update transmissions from the devices to the
BS. However, this reduces the SINR at the BS and increases the FL
latency. Otherwise, the local accuracy η in this paper is defined as
the mean square error between the target value and the predict value.
Thus, we can increase the local accuracy η to reduce the number of
local iterations, thereby reducing the computation time at the devices.
However, this requires more global iterations to achieve the global
accuracy ι that may increase the FL latency. Therefore, the problem is to
determine the friendly jamming power, the model upload transmission
power of the devices, and the local accuracy to minimize the FL latency
while guaranteeing the CC constraint. Hence, we have the following
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optimization problem

min
η,pi=[pi,pj ]

max
i∈N

Ti(η,pi), (10a)

s.t. pi ≤ pmax
i , ∀i ∈ N , (10b)

pj ≤ pmax
j , (10c)

Pi,FA(ϑ
∗
i) + Pi,MD(ϑ

∗
i) ≥ 1− ε, ∀i ∈ N , (10d)

0 ≤ η ≤ 1, (10e)

where pmax
i is the maximum transmit power of device i, and pmax

j is the
maximum transmit power of the jammer. In particular, the constraint in
(10b) specifies the power constraint of device i, while that in (10d) is
the CC requirement, the left-hand-side (LHS) of which is given in (9).
In addition, (10e) is the local accuracy constraint.

III. ALTERNATING DESCENT ALGORITHM

It is observed that the optimization problem (10) is nonconvex be-
cause the objective function and the constraint in (10d) are nonconvex.
In this section, we develop an alternating descent algorithm to solve it.

First, let us make the following change of variable 1
η
= 1 + 1

ρ
, which

satisfies the linear constraint ρ > 0. Thus, the FL latency of device i is
reformulated by

Ti(ρ,pi) = a(1 + ρ)(τρi + ti), (11)

where τρi = Ai
fi

log2
1+ρ
ρ

. Accordingly, the problem (10) is rewritten
as follows:

min
ρ,pi=[pi,pj ]

max
i∈N

Ti(ρ,pi), (12a)

s.t (10b), (10c), (10d),

ρ > 0. (12b)

It can be observed from (12) that the constraints in (10b), (10c),
and (10d) are only related to the power, i.e., the jamming power pj
and transmit power pi, and the remaining constraint in (12b) is only
related to the local learning accuracy, i.e., ρ. Therefore, we can divide
problem (12) into two sub-problems that are alternatively optimized
at each iteration. Let (ρ(κ),p(κ)

i ) be a feasible point for (12) that is
found from the (κ− 1)-th iteration. In iteration κ, we fix ρ = ρ(κ) and
determine p

(κ+1)
i , then we fix pi = p

(κ+1)
i to determine ρ(κ+1).

A. Sub-Optimization Problem 1

Given a fixed ρ(κ), we have the following sub-problem

min
pi=[pi,pj ]

max
i∈N

Ti(pi),

s.t (10b), (10c) and (10d). (13)

First, we consider the objective in problem (13). The data rate
achieved by device i for transmitting its local model update to the BS
can be written as

ri(pi) = Pψi,1bi(Ξi(pi)−Υi(pj)− log2 
), (14)

where Ξi(pi) = log2(pi|hi,s|2 + 
(pj |hj,s|2 + dαj,sσ
2
i,s)) and

Υi(pj) = log2(pj |hj,s|2 + dαj,sσ
2
i,s) are concave [8].

As the function Υi(pj) is concave, its gradient, i.e,∇Υi(p(κ)j ) is its
super-gradient [8], so

Υi(pj) ≤ Υi(p
(κ)
j ) +∇Υi(p(κ)j )(pj − p(κ)j ), (15)

where ∇Υi(p(κ)j ) =
|hj,s |2

(p
(κ)
j
|hj,s |2+dαj,sσ2

i,s
) ln 2

. Therefore

ri(pi) ≥ Pψi,1bi
[
Ξi(pi)−Υi(p

(κ)
j )

−∇Υi(p(κ)j )(pj − p(κ)j )− log2 

]
� r

(κ)
i (pi). (16)

Using (16), the objective in (13) is approximated by the following
function

Ti(pi) ≤ a(1 + ρ(κ))(τi(ρ
(κ)) + t

(κ)
i (pi)) � T

(κ)
i (pi), (17)

where t(κ)i (pi) � S

r
(κ)
i

(pi)
over the trust region r(κ)i (pi) ≥ 0.

Let h(r(κ)i (pi)) =
S

r
(κ)
i

(pi)
, then h is a decreasing and convex func-

tion. From (16), r(κ)i (pi) is a positive and concave function. Therefore,
according to [9], t(κ)i (pi) is a convex function, and T (κ)

i (pi) is convex.
Now, we consider the constraint in (10d). According to (9), and

after some mathematical transformations, the constraint in (10d) can
be rewritten as

pi ln pi + βpj lnβpj − (pi + βpj) ln(pi + βpj) ≤ pi ln ε, (18)

where β = (
di,w
dj,w

)α. Let the LHS in (18) be Ωi(pi), then Ωi(pi) =

ui(pi) + vi(pi), whereui(pi) = pi ln pi + βpj lnβpj is convex, and
vi(pi) = −(pi + βpj) ln(pi + βpj) is concave [8]. Similar to (15), we
have

Ωi(pi) ≤ ui(pi) + vi(p
(κ)
i ) +∇T vi(p(κ)

i )(pi − p
(κ)
i )

� Ω
(κ)
i (pi) ≤ pi ln ε, (19)

where∇T vi(pi) = [− ln(pi + βpj)− 1,−β ln(pi + βpj)− β]. It is

observed that Ω(κ)
i (pi) is a convex function. Hence, the nonconvex

constraint in (18) is innerly approximated by the convex constraint in
(19). From (17) and (19), the sub-optimization problem 1 can now be
equivalently expressed by

min
pi=[pi,pj ]

max
i∈N

T
(κ)
i (pi),

s.t (10b), (10c) and (19). (20)

B. Sub-Optimization Problem 2

Given a fixed p
(κ)
i , we have the following sub-problem

min
ρ

max
i∈N

Ti(ρ),

s.t (12b). (21)

The objective in (21) can be rewritten as Ti(ρ) =
aAi
fi
f(ρ) +

ati(p
(κ)
i )(1 + ρ), where f(ρ) = (1 + ρ) log2

1+ρ
ρ

. By taking the sec-
ond derivative of f(ρ)with respect to ρ, we can easily prove that f(ρ) is
a convex function. Thus, the convexity of objective function in (21) and
the linear constraint (12b) make sub-optimization problem (21) being
convex.

Taking any feasible point (ρ(0) for(12b), it follows from (20) that
initialized by a feasible point (ρ(0),p

(κ)
i ) for the convex constraint

(19), we iterate

min
pi=[pi,pj ]

max
i∈N

(Ω
(κ)
i (pi)− pi ln ε),

s.t (10b) and (10c). (22)
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Fig. 2. The FL latency versus (a) iteration number and (b) number of mobile devices.

Algorithm 1: Alternating Descent Algorithm.

1: Initialize: Take any feasible point ρ(0) for (12b), iterate (22)
for a feasible point (ρ(0),p

(κ)
i ) for (20). Set κ = 0.

2: repeat
3: Solve the problem (20) for ρ = ρ(κ) to obtain p

(κ+1)
i = p∗i ;

4: Solve the problem (21) for pi = p
(κ+1)
i to obtain

ρ(κ+1) = ρ∗;
5: κ← κ+ 1;
6: until Convergence.

TABLE II
SIMULATION PARAMETERS

for κ = 0, 1, . . . until the value of the objective in (22) reaches less
than or equal to 0, making (ρ(0),p

(κ)
i ) feasible for (20). Therefore, it

qualifies as an initial point for the above proposed alternating decent
process. Algorithm 1 outlines the steps to solve the min-max latency
optimization problem (12).

IV. PERFORMANCE EVALUATION

We consider a network with N = 50 devices, a friendly jammer,
and a warden that are distributed randomly in a square area of size of
500 m × 500 m. The BS is at the center of area and at an altitude
of 25 m above the ground-level. We consider a building or densely
populated area, and thus we use the log-distance path loss model,
that is 128.1 + 37.6 log10 d (d is in km) and the standard deviation
of shadowing fading is 8 dB. In addition,Ci is uniformly distributed in
[1, 3]× 104 cycles/sample. Table II lists the other simulation parame-
ters, the values of which are similar to those in [6] and [5].

To evaluate the proposed algorithm, we introduce p-CCFL and η-
CCFL algorithms as baseline schemes. With the p-CCFL, we optimize
pi and fix the local accuracy η. Here, we set η = 10/11 such that the
constrain in (18d) is satisfied. With the η-CCFL, we optimize η while
fixingpi, which are the feasible points to sastify the constraints in (18b)
and (18c).

First, we discuss the convergence of the algorithms and the FL
latency obtained by the algorithms. As shown in Fig. 2(a), all the three
algorithms are able to converge quickly to stable values, i.e., with few
iterations. Moreover, the FL latency value obtained by the proposed
algorithm is much lower than those obtained by the baseline algorithms.
Especially, shown in Fig. 2(b), the performance gap increases with
the increase the number of mobile devices N , that demonstrates the
effectiveness and scalability of the proposed algorithm. Note that asN
increases, the FL latency of the three algorithms increases. The reason
is that when N increases, the total bandwidth B is divided to more
devices that reduces the transmission rate of the devices and increases
the FL latency.

Next, we discuss how the security performance and the FL latency
change as the amming power pj varies. In this case, the proposed
algorithm is actually the η-CCFL algorithm that only optimizes η. As
shown in Fig. 3(a), as pj/pmax

j increases, the security performance, i.e,
the covert probability, increases. The reason is that the higher jamming
power causes a higher interference Willie and makes it more difficult
to detect the update transmissions of the devices. However, the higher
jamming power also reduces the SINR of the received signals at the BS.
Thus, as shown in Fig. 3(a), the FL latency increases with the increase
of pj/pmax

j . It is also seen from Fig. 3(a) that given a value of pj/pmax
j ,

both the security performance and FL latency increase as the update
transmission power, i.e., pi, of the devices decreases. The reason is
that the increase of pi increases the ratio pj/pi and reduces the update
transmission rate of the devices.

Finally, we discuss the impact of the threshold ε on the security
performance and the FL latency. As shown in Fig. 3(b), as the threshold ε
increases, the FL latency decreases. However, the security performance
decreases in the proposed algorithm andp-CCFL algorithms. This is due
to the fact that as the security requirement decreases, i.e, ε increases,
the training process is faster. It is clear that the proposed algorithm
achieves better performance than the baseline algorithms. With the η-
CCFL algorithm, the latency and the security performance does not
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Fig. 3. Security performance and the FL latency versus (a) jamming power and (b) security threshold ε.

change. The reason is that the η-CCFL algorithm aims to optimize η
that is not affected by the change of ε.

V. CONCLUSION

In this paper, we have investigated the FL latency and communication
security in the FL network. In particular, we have proposed to adopt
the covert communication in FL. Providing the covert communication
results in the increase of FL latency. Thus, we have formulated an
optimization problem that minimizes the FL latency constrained to
a security requirement. To solve the problem, we have proposed the
alternating descent algorithm. The simulation results have shown the
effectiveness of the proposed model and algorithm in terms of both FL
latency and communication security. As the future work, the dynamic
prices set by the jammer can be investigated. In this case, the Stackelberg
game can be used to model the interactions between the jammer and
the BS. Furthermore, a general scenario with multiple wardens can be
considered.
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