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AbstrAct
The next generation of networks will need to 

support massive requests for services that have 
very stringent performance requirements, and 
their delivery involves significant computing and 
storage resources. Prominent examples are the 
mobile augmented and virtual reality services, 
processing of large-scale IoT data, and mobile 
data analytics. In order to address these arising 
challenges, mobile network operators need inno-
vative solutions, and one such is the close col-
laboration with the cloud service providers. In 
this article, we propose a novel system architec-
ture that integrates the infrastructure of Mobile 
Network Operator (MNO) and Cloud Service 
Provider (CSP), leveraging recent developments 
in network softwarization that allows the unified 
control of the network, computing, and storage 
resources. We envision a multi-tier architecture 
where the CSP and MNO exchange real-time 
information about their resource availability and 
the users’ needs, and jointly devise the servicing 
policy. We present a blueprint of the architecture, 
several application examples, and a numerical 
case study that focuses on distributed computing.

IntroductIon
The next-generation of networks will need to 
support a new class of services offered by Cloud 
Service Providers (CSPs) such as Google and 
Amazon. Examples include ultra-high quality 
video delivery, mobile data analytics, and aug-
mented or virtual reality applications [1–3]. These 
services place significant pressure on networks, 
as they have stringent performance constraints 
and they most often require the orchestration of 
different types of resources. For example, data 
analytic services such as the Amazon IoT Ana-
lytics (https://aws.amazon.com/iot-analytics/) 
require network bandwidth for collecting data 
from the users, storage servers to cache the data, 
and computing servers to analyze them. The 
requirements of these services have motivated 
both network operators and service providers to 
investigate methods for improving or even rede-
signing their systems.

Indeed, we see recently increased efforts for 
redesigning the networks and cloud systems with 
emphasis on software-controlled and distributed 
computing architectures. Examples include: 

• The deployment of multi-tier network infra-
structure that extends to the end user so as 
to support the diverse applications.

• The employment of fine-grained network 
control mechanisms, enabled by the increas-
ing softwarization of networks, i.e. Software 
Defined Networking (SDN) and Network 
Function Virtualization (NFV) technologies [4].

• The deployment of storage and comput-
ing resources from network operators, and 
usage of distributed computing frameworks 
such as Hadoop from the CSPs [5]. 
Many key industry players have already 

adopted such architectures. For example, AT&T 
announced recently the wide deployment of 
SDN (FlexWare, https://www.business.att.com/
solutions/Family/network-services/sdn-nfv/), and 
Amazon launched an edge caching and comput-
ing service (Amazon Web Service, Greengrass, 
https://aws.amazon.com/greengrass/).

These independent efforts from the cloud pro-
viders and network operators, albeit promising, 
cannot address the arising challenges, they are 
cost-inefficient, and importantly ignore the poten-
tial benefits from their collaboration. For instance, 
when a CSP designs a distributed analytics poli-
cy using a framework like Hadoop without hav-
ing network state information, it might decide to 
transfer large data chunks over congested links. 
On the other hand, if the routing and computing 
decisions are coordinated, the analytics will be 
executed faster without overloading the network 
links. In other words, instead of increasing their 
systems’ capacity or diversifying it by adding com-
puting and networking resources, the Mobile Net-
work Operators (MNOs) and CSPs could directly 
collaborate and share their infrastructure or sys-
tem information. Clearly, the utilization of resourc-
es and the user-perceived performance of the 
various services can be improved if MNOs and 
CSPs coordinate their policies. This will not only 
lead both to improved services (and even support 
novel applications) but also will potentially lower 
the operational expenditures for both entities.

The importance of such collaboration schemes 
has been identified in the past, for example, when 
Internet Service Providers (ISPs) and Content 
Delivery Networks (CDNs) jointly decide which 
content server will be used and how the data 
will be routed to the requesters [6]. However, 
the MNO-CSP collaboration is more challenging 
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to deal with since it involves a hierarchical archi-
tecture, includes different types of resources and 
equipment, and requires dynamic and highly 
adaptive policies. In the case of the MNO-CSP 
collaboration, there is an additional important 
benefit. Namely, the MNOs are increasingly inter-
ested in employing sophisticated network man-
agement mechanisms that leverage Big Data 
techniques. For example, IBM and Huawei have 
recently made available solutions that facilitate 
informed control policies (e.g., for routing and 
bandwidth allocation) which promise to improve 
network performance through Big Data analytics 
(IBM: https://www-01.ibm.com/common/ssi/cgi-
bin/ssialias?htmlfid=IMW14651USEN; Huawei: 
https://www.huawei.com/ilink/en/download/
HW_323807). Such solutions require significant 
investments by the MNO in storage and comput-
ing resources, which can be avoided in case it 
collaborates with the CSP.

Then, the following questions arise:
• How can the MNOs benefit from their col-

laboration with the CSPs in terms of network 
congestion reduction and network manage-
ment improvement?

• How can the CSPs leverage the collaboration 
with the MNOs to improve the performance 
of the demanding rich media (QHD (Quad 
High Definition) video, Augmented/Virtual 
reality) and data analytics services?
In this article, we investigate these questions 

by exploring the benefits of MNO/CSP collab-
oration for different applications/services in the 
hierarchical SDN-DC (Distributed Computing) 
architecture. To this end, we revisit the hier-
archical software-controlled system in conjunc-
tion with a distributed computing system such 
as the Hadoop framework, as an overarching 
architecture, namely HSD-Arch, that is necessary 
for enabling the MNO/CSP collaboration. To 
the best of our knowledge, our work is the first 
that follows a systematic approach and studies 
the potential benefits of MNO-CSP collaboration 
by jointly utilizing all involved resources, namely 
processing, storage, and network resources. In 
addition, we present and analyze the data and 
information that is required for materializing this 

MNO-CSP collaboration.1 We then illustrate how 
an MNO and a CSP can collaborate with each 
other by sharing the results of data analytics and 
real-time network parameters in different appli-
cations and services. We identify and discuss 
in detail the bottleneck issues that need to be 
resolved in such cooperative architectures. Finally, 
we demonstrate the benefits of the MNO/CSP 
collaboration through a case study of the distrib-
uted data analytics service.

Mno-csP collAborAtIon FrAMework
In this section, we introduce the hierarchical SDN-
DC architecture that enables the collaboration 
of MNOs and CSPs. We present the key compo-
nents of the architecture, explain how the MNO 
and CSP resources can be jointly managed, and 
describe the operational advantages of this inte-
grated system. 

sdn-dIstrIbuted coMPutIng bAsed  
HIerArcHIcAl network ArcHItecture

An SDN-based network architecture has been 
advocated by wireless standardization and indus-
try communities, for example, ETSI and 3GPP [4]. 
This architecture relies on the design principle 
that separates the application, control and infra-
structure layers, and enables the flexible manage-
ment of network resources. Interestingly, recent 
proposals from industry suggest the extension of 
SDN to support Big Data applications with tighter 
coordination between SDN and DC frameworks, 
for example, Huawei [7] proposed the hierar-
chical SDN-DC integrated system. Motivated by 
this trend, we go a further step here and propose 
a blueprint of integrated SDN-DC system archi-
tecture with focus on the collaboration between 
MNO and CSP. We use the term Hierarchical 
SDN-DC Architecture, or HSD-Arch, to refer to 
this system, and we present its blueprint in Fig. 1.

The proposed architecture has a hierarchical 
structure in terms of deployment and control 
logic. Figure 1a shows the logical components 
(or, fabric) of HSD-Arch (control layer) and Fig. 
1b depicts how this collaboration can be realized 
in the physical domain (infrastructure layer). The 
system has different tiers of infrastructure: Tier 1, 

FIGURE 1. Blueprint of HSD-Arch that enables the MNO-CSP collaboration: a) logical architecture (fabric) of HSD-Arch; b) physical archi-
tecture of HSD-Arch.

(a) (b)

1 This is a very important 
and practical aspect that has 
been hetherto overlooked by 
the literature. 
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large central cloud servers and backbone network 
infrastructure; Tier 2, medium scale servers and 
network switches; and Tier 3, edge cloud small 
servers and base stations deployed in proximi-
ty with the users. The SDN switches and servers 
in each tier are connected with each other, but 
also with the respective elements in different tiers. 
In the control layer, there is a logically integrat-
ed controller (IC) in each tier that combines (or 
integrates)2 the SDN and DC controllers that are 
physically located in SDN routers and cloud serv-
ers, respectively, as shown in Fig. 1b. The IC in 
each tier is in charge of scheduling data transfers 
and data storage or analysis, and for exchanging 
control signals through the southbound interface 
with the infrastructure layer [4]. Similarly, the 
IC communicates with the application layer, for 
example, to receive policy information, through 
the northbound interface. The proposed HSD-
Arch system is, by design, highly scalable and flex-
ible, two key requirements for the next generation 
of wireless systems.

Scalability: HSD-Arch has three different con-
trol tiers for managing various scales of raw data 
and information. The Tier-1 IC accounts for data 
and network management in the central cloud of 
the infrastructure layer. In this tier, the CSP can 
benefit from the global view of the network that 
is provided by the MNO, while the MNO can 
leverage the large data storage and processing 
resources of the CSP to process bulk network 
data. However, this centralized control in some 
cases might induce large end-to-end service delay 
and network congestion; hence, both the data 
analysis and control policies are typically updat-
ed on a coarse-grained time scale. On the other 
hand, the Tier-3 IC supports data management 
at the edge cloud (EC) in the infrastructure layer 

where fast decisions can be realized. In this tier, 
the CSP can obtain real-time network information 
from the MNO, and the MNO can exploit up-to-
date information from the CSP that processes fast 
small-scale locally collected data. The Tier-2 con-
troller is responsible for the middle cloud (MC) 
data management, which operates at an interme-
diate time-scale compared to Tier-1 and Tier-3.

Flexibility: As illustrated in Fig. 1a, HSD-Arch 
enables flexible network management by decou-
pling the control plane from the data plane. The 
raw data is being processed and exchanged across 
the different tiers via the data plane of the infra-
structure layer, and the obtained results are shared 
(horizontally) between the MNO and the CSP 
through the integrated control plane, as shown in 
Fig. 1b. This allows the management of network, 
computing and storage resources in a fine-grained 
spatio-temporal scale, namely, whenever and 
wherever updated decisions are needed. Further-
more, the joint control of these resources by the 
IC at each tier unleashes the full potential of the 
network and cloud controllers that interact with 
each other. Finally, HSD-Arch feeds applications 
with fresh information (near-real time) about the 
network and cloud state, for example, regarding 
their resource availability,3 and hence improves 
their performance by making them more agile.

dAtA collectIon, storAge, And ProcessIng In Hsd-ArcH
The realization of HSD-Arch is based on the 
exchange of information among the network 
operator and the cloud provider, and hence data 
management has a prominent role in the pro-
posed architecture. In this subsection, we discuss 
the various types of data that are collected, stored 
and processed by the MNO and CSP, and explain 
how the extracted information is shared.

TABLE 1. Examples of raw data collected by CSP and MNO and processed parameters.

Raw data Requester Collection Time Storage Extracted Data analytics toolstier scale /processing tier information
Content request/ MNO Tier-3 Long/ Tier-1,2 MC/EC level Transfer learning,

response Medium content popularity echo state network
BS/router energy

Tier-1,2,3
Long/

Tier-1,2,3 Energy availability
Dimension reduction

arrival/usage MNO Medium/ methods, Support vector
electricity price Short machines, Clustering
Mobility pattern

Tier-3 Long/
Medium Tier-1,2

Mobility probability, Pattern matching,
(cell transition, user MNO association/ Extreme learning

traces, call logs, etc.) handover rate machines

User locations,
velocity Tier-3 Short Tier-3

Spatio-temporal Support vector
MNO proximity parameters regression, Extreme

among users learning machines
Human-related

Tier-3 Long Tier-1 Quality of Experience
(QoE)

Nested cross-validation,
profile, end-to-end MNO Support vector regression,

utilities Bayes classifiers
Data center energy

Tier-1,2,3
Long/

Tier-1,2,3 Energy availability
Dimension reduction

arrival/usage CSP Medium/ methods, Support vector
electricity price Short machines, Clustering

IoT sensing CSP Tier-3 Short Tier-1,2,3 Depending on Depending on
IoT applications IoT applications

WiFi RSS CSP Tier-3 Short Tier-3 location of users Labeled classifier-location info.

Activity trace CSP Tier-3 Short Tier-1,2,3 activity Deep learning
recognition classifier

Number of TCP MNO, Tier-3 Long Tier-1 Traffic request rate Elman neural network,
/HTTP packets CSP per region Wavelet decomposition

Statistics of wireless MNO, Tier-3 Short Tier-3 Wireless delay, Bayesian approach,
channel gains CSP data rate Gaussian approximation

Statistics of average MNO, Tier-3 Long/ Tier-1,2 Future Time-series analysis,
core/edge end-to-end delay CSP Medium End-to-end delay Critical path analysis

2 This type of integration is 
already possible to a certain 
extent, as programming 
interfaces such as OpenStack 
Neutron, enable the joint 
management of comput-
ing, storage and network 
resources; and it is expected 
to be further facilitated in the 
future due to the increasing 
softwarization of networks.

3 For example, a data analyt-
ics application can determine 
how much raw data should 
be processed in each tier 
(based on the server avail-
ability), and how this data 
should be transferred to 
different tiers (based on the 
network links congestion).
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In detail, HSD-Arch enables the collection 
of large-scale fine-grained measurement data 
about the operation of the network and cloud 
infrastructure, for example, regarding the wire-
less channel conditions and congestion of the 
servers. Furthermore, it allows the collection of 
rich raw data about the user behavior, for exam-
ple, their network access patterns, the service 
request intensity, and so on. This unprecedented 
in scale collection and analysis of data is pos-
sible in HSD-Arch thanks to the availability of 
storage and computing resources from the CSP. 
Namely, data can be stored and processed in 
different tiers of HSD-Arch based on their scope. 
For instance, data that is frequently updated and 
has small processing requirement, for example, 
averaging wireless channel state information, can 
be processed at the edge cloud (Tier 3). On the 
other hand, the operator can collect detailed 
network-state information for an entire network 
domain and process this Big Data at Tier-1 serv-
ers so as to update its overall network manage-
ment policy.

Table 1 summarizes some typical types of data 
that are used in HSD-Arch, the time scale for their 
update,4 the Tier where they are collected and 
the tools for their analysis, and the extracted infor-
mation that the MNO or CSP needs. For exam-
ple, statistics of mobile traffic collected from users 
would be processed in Tier-1 to estimate future 
traffic request rates for all regions covered by 
centralized cloud, and the estimated parameters 
are used by both MNO for intelligent routing and 
CSP for intelligent distribution of data for analysis 
over the network. These raw data and analyzed 
information in Table 1 are shared between the 
CSP and the MNO with respect to the applica-
tions whose examples will be shown in the next 
section.

APPlIcAtIons And servIces wItH  
Mno/csP collAborAtIon

In this section, we review several network man-
agement applications and cloud services and 
discuss how their performance can be improved 
with the HSD-Arch system. Table 2 summarizes 
these examples and presents their control knobs, 
and the exchanged data which include both raw 
information and various parameters as shown in 
Table 1.5

Joint Contents Caching and Routing: The idea 
of optimizing jointly the caching and routing pol-
icy for content delivery has been proposed in dif-
ferent contexts, for example, for ISP networks and 
recently for wireless networks [1]. This solution 
improves the content delivery delay and reduces 
the costs by alleviating network congestion. Here, 
the network congestion can be quantified by, for 
example, average queue length at routers or aver-
age propagation delay at wireless parts. For exam-
ple, high congestion means the average queue 
length is larger than a certain threshold, whereas 
low congestion means the average queue length 
is smaller than a certain threshold. In practice, 
however, the derivation of such joint policies is 
hampered by the lack of information: the MNO 
cannot obtain accurate information for content 
popularity and demand, and the CSP is not aware 
of the network congestion information. Recent 
studies have proposed information exchange 
schemes between ISPs and CDNs [6] which, how-
ever, are static, single-tier, and do not account for 
the heterogeneous multi-layer 5G architectures. 
On the other hand, HSD-Arch allows the estima-
tion of spatio-temporal content popularity profiles 
by the CSP, using data collected at the MC tier 
and/or EC tier, and real time and future informa-
tion about link congestion information.6

Hierarchical Cloud Computing and Distrib-
uted Data Analytics: The CSP can provide hier-
archical cloud computing (i.e., code offloading) 
service [9] and distributed data analytic service 
[2] in the HSD-Arch using real-time network infor-
mation from the MNO. The control knob of this 
service is the decision on where the user’s work-
loads are processed. In the example presented in 
Fig. 2a, the arrow represents the data and pro-
cessing result pathways between the users and 
servers. In addition, we assume that the central 
cloud has the fastest processing speed, whereas 
ECs have the slowest processing speed. Without 
the collaboration of CSP and MNO, the CSP is 
not aware of real-time congestion information and 
this might result in suboptimal decisions about 
dispersing the processing load across the differ-
ent tiers. However, if the CSP obtains from the 
MNO real-time congestion information about the 
core and the edge links, and about the wireless 
channel conditions, then the computing load dis-
tribution decisions can be improved by taking into 
account the expected data transfer delay. In a 

TABLE 2. Exemplary Applications/Services with MNO-CSP Collaboration in HSD-Arch.

Application/service Provider Control knobs Tiers Collaboration data

Joint contents caching
and routing [1] MNO

Contents caching decision
in MCs and ECs,

routing table update
Tier-2,3

MC/EC tier contents popularity,
MC/EC tier mobility probability,
End-to-end delay (CSP→MNO)

Network slicing for
multi-resource applications MNO Pricing for

network slicing service Tier-1,2,3 Processing/storage load
of operating cloud servers (CSP→MNO)

Hierarchical cloud CSP Processing location Tier-1,2,3 Statistics of average core/edge end-to-end delay,
computing [9] decision statistics of wireless channel gains (MNO→CSP)

Distributed data
analytics [2] CSP Workload distribution,

processing location decision Tier-1,2,3 Statistics of average core/edge end-to-end delay,
statistics of wireless channel gains (MNO→CSP)

Augmented and
virtual reality services [3]

MNO,
CSP

Scheduling users
Tier-3

Scheduled users, statistics
in EC tier processor (CSP), of wireless channel gains (MNO→CSP),

scheduling of users in BSs (MNO) processor scheduling info. (CSP→MNO)

BS-aided mobile computing
resource sharing [10]

MNO,
CSP

User grouping decision (CSP),
bandwidth resource allocation (MNO) Tier-3

Decided user group (CSP→MNO),
computing resource availability

of devices (MNO→CSP)

4 Short time scale refers to 
few milliseconds, medium 
time scale to few seconds, 
and large time scale to few 
minutes. The exact values of 
the scales may vary based on 
the application.

5 Note that the referred 
applications [1, 2, 8, 9] have 
been proposed without con-
sidering the potential of the 
MNO-CSP collaboration.

6 The values of future link 
congestion information from 
MNO and contents popu-
larity and contents demand 
from CSP would indirectly 
affect the performance of 
contents caching and net-
work routing. Therefore, we 
can conjecture that there is 
an opportunity to collaborate 
between CSP and MNO 
thanks to the balanced value 
of shared information.
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similar fashion, the MNO-CSP collaboration can 
expedite the execution of distributed data analytic 
services [2].7

BS-aided Mobile Computing Resource Shar-
ing: The sharing of mobile computing resources 
among mobile devices enables them to enhance 
the limited computing capacity and battery time 
[10]. For example, computation workloads of a 
battery-limited mobile device (hence its comput-
ing resource is limited as well) can be transferred 
to adjacent mobile devices with sufficient battery 
capacity (hence its computing resource is enough 
by boosting the CPU clock speed) so as to quick-
ly process the workloads. However, such collab-
oration schemes raise implementation challenges 
because the user mobility can be highly unpre-
dictable. To tackle this issue, the MNO and CSP 
can jointly provide a service where ECs linked by 
BSs manage the sharing of computing resourc-
es among cloudlet devices and the BSs manage 
bandwidth resources of user groups.

Network Slicing for Multi-resource Applica-
tions: Network slicing is probably the most prom-
ising virtualization technique in 5G/5G+ network 
systems. The stakeholders of NaaS (Network 
slicing as-a-Service) can be MNOs (i.e., service 
providers) and CSPs or Content Providers (i.e., 
consumers). One of the existing technical chal-
lenges in network slicing is to ensure complete 
and isolated end-to-end performance for different 
services or business partners. However, we hardly 
find studies that consider the benefit of collabo-
ration between two stakeholders (e.g., MNO and 
CSP) in the perspectives of exploiting multi-entity 
resources in providing network slicing services. 
For instance, in the previous studies which did not 
take MNO-CSP collaboration into account, MNO 
is assumed to be unaware of real-time information 
on the CSP-side such as service delivery, comput-
ing power, and storage status; hence, it is only  
possible for MNO to provide CSP standard net-
work slicing options and a corresponding pricing 
table. However, if MNO can collaborate with CSP 
in real-time, CSP would be able to provide the 
packaged information (e.g., services in provision, 
computing power, and storage status) to MNO; 

hence, it is possible for MNO to predict more 
precisely the request rates from each node (e.g., 
different tier of cloud server in Fig. 1b). Thereby, 
MNO can possibly reduce network congestion8, 
for instance, by distributing traffic over the net-
work. After all, this benefit from collaboration lets 
MNO provide cheaper prices of network slicing 
services to CSP, which results in a win-win strate-
gy for both entities.

Augmented and Virtual Reality Services: 
Mobile Augmented and Virtual reality (AR/VR) 
services are expected to be prominent in 5G 
systems, and definitely involve both the CSP and 
the MNO. When a user requests such services, 
the CSP processes relevant raw data that is pro-
vided by the user (e.g., captured video streams), 
and the MNO delivers this processed information 
back to the user device (e.g., overlaid images). 
Clearly, QoE (Quality of Experience) of the user 
would depend on the end-to-end service laten-
cy including transferring delay between the user 
and the server (managed by the MNO) and the 
delay for processing the raw data (managed by 
the CSP). In the proposed architecture, the MNO 
and CSP can use the collaboration mechanisms 
and exchange information about their scheduling 
policies and real-time network information, aiming 
to devise a joint AR/VR servicing policy that will 
guarantee the desired QoE of all users.

oPen reseArcH cHAllenges
Despite the fact that the necessary technology 
tools are already in place, there are clearly several 
challenges that need to be addressed before the 
integrated HSD-Arch system can be fully imple-
mented. We outline some of the most important 
challenges below.

Cooperation Incentives: In cooperative archi-
tectures such as HSD-Arch, it is crucial to ensure 
that the interests of participants are aligned. In 
this case, the collaboration benefits, as explained 
above, are expected to be very high including 
the improved performance of the cloud services, 
lower costs for the network operator and the pro-
vision of new services for the users. This creates 
an additional monetary value that needs to be 

FIGURE 2. Examples of CSP services in HSD-Arch. In the scenario: (a), since the link between EC1 and MC1 is highly congested, the 
computing requests generated from M1 can be processed in EC1. On the other hand, since the link between EC3 and MC2 is not 
congested, the computing requests generated from M2 can be processed in MC2 which has faster processing speed than EC3. In 
the scenario (b), the data collected from IoT devices to EC1 can be divided into three parts and two data parts are transmitted to 
MC1 since the link between EC1 and MC1 is not congested and the available number of servers in EC1 and MC1 are one and two, 
respectively.

(a) Hierarchical cloud computing. (b) Distributed data analytics.

7 We present a detailed 
numerical study about the 
performance benefits in 
distributed analytics in HSD-
Arch below.

8 It can be equivalent with 
reducing average queue 
lengths at routers or average 
propagation delay at wireless 
area.
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quantified and properly dispersed among the dif-
ferent stakeholders. There exists some candidate 
approaches to divide this incentive as follows: 
• The additional benefit earned from the end 

users by the collaboration can be divided 
proportionally to the value of the contrib-
uted collaboration effort (e.g., quality and 
quantity of the provided information).

• Each entity decides the price of the import-
ant information (e.g., network information 
from MNO, processing/storage load from 
CSP) given to the counter-part entity.
A typical approach for formalizing and 

addressing such questions is to use cooperative 
game theory and in particular the Nash bargain-
ing solution [11] that creates an incentive-compat-
ible collaboration policy. This problem, however, 
is particularly difficult in this case due to the mul-
tifaceted collaboration among the stakeholders, 
for example, between the end users and MNO, 
between the MNO and CSP and among MNOs, 
and so on, the highly dynamic operation of HSD-
Arch where resources need to be utilized on 
demand. Additionally, some things that make the 
problem challenging here is that the MNO and 
CSP need to share different types of resources, 
that these decisions need to be made dynamical-
ly, and that their collaboration benefits are often 
unpredictable. All these make the applications 
highly non-trivial.

Hybrid HSD-Arch Operation: The clean-slate 
design of large-scale systems is practically impossi-
ble and therefore, as typically happens with novel 
technologies [12], HSD-Arch will be deployed in 
an incremental fashion over several years. During 
this stage, HSD-Arch will comprise software-en-
abled network components and DC-compatible 
systems, but also legacy (i.e., previous-generation) 
equipment that will not be amenable to software 
control, or will have different operation specifica-
tions. For example, previous generations of file 
storage systems have slower memory access com-
pared to systems such as Hadoop, which more-
over support distributed storage operations. This 
hybrid architecture naturally constrains the net-
work management and service policies, which 
have to take into consideration the limitations of 
the legacy equipment. Similar issues have been 
studied in hybrid SDN-ISP networks [12] but the 
joint consideration of computing, storage, and 
network resources, and the multi-tier structure of 
HSD-Arch make this problem particularly chal-
lenging.

Optimization Parameters: In addition to the 
provided services/applications in this article, the 
MNO-CSP collaboration in HSD-Arch can achieve 
better performance, further optimizing relat-
ed parameters, for example, divided incentives 
between MNO and CSP, processing power as a 
function of processing speed, input workloads in 
different tiers, routing decisions for different links, 
transmit power and selected network interface 
(e.g., 5G, WiFi).

cAse study
In this section, we consider an important MNO-
CSP collaboration case study, namely a net-
work-aware distributed data analytics service, and 
present numerical results for the collaboration 
benefits in a practical scenario. Distributed stor-

age and processing frameworks such as Hadoop 
or Spark [13, 14] enable the CSP to reduce the 
execution delay of a task by splitting it to sub-
tasks that are then assigned to a cluster of servers. 
Here, we consider the increasingly important sce-
nario where the servers are deployed at different 
locations within the multi-tier HSD-Arch system. 
Hence, the sub-task execution requires the trans-
fer of voluminous raw data among the servers, 
and this can significantly increase the overall task 
completion time if the network links are congest-
ed. In HSD-Arch the MNO provides real-time 
network congestion information to the CSP, and 
the latter decides how to split and allocate the 
sub-tasks by considering the total (expected) net-
work and processing delay. In turn, such informed 
decisions benefit also the MNO since they can 
alleviate link congestion and facilitate network 
load-balancing.

systeM setuP
In detail, we consider the system as shown in Fig. 
2b and assume a time-slotted operation.9 In every 
slot, a certain amount of raw data is generated 
from IoT devices that is collected by the nearest 
edge cloud (EC). Moreover, the maximum num-
bers of available servers are 5, 10 and 20 for the 
edge, middle and centralized clouds, respectively. 
Because each tier of cloud servers can be used 
by other applications/services, we assume that 
the numbers of available servers in edge/middle/
centralized clouds are randomly given with uni-
form distribution. The CSP decides how much raw 
data is transferred from the edge cloud tier to the 
middle cloud tier (i.e., edge link) and/or the cen-
tralized cloud tier (i.e., core link) in order to mini-
mize the aggregate processing and network delay 
for the collected data in each time slot. Here, the 
final goal of this data analytics service is to pro-
vide analyzed (or processed) information from 
data collected from IoT devices to customers.

We leverage runtime benchmark results from 
recent studies [13, 14] that measured the pro-
cessing delay in several distributed computing 
frameworks, with different hardware specifica-
tions and processing loads. Table 3 summarizes 
these results, which do not consider the network 
delays. We run simulations for 10,000 time slots. 
We assume that the network links have time-vary-
ing capacity and some of them are more congest-
ed than others due to the other uncontrollable 
traffics from other applications. In detail, their 
capacity is assumed to follow a Gaussian distribu-
tion with standard deviation 50 , and mean rates 
changing from 5Mb/s (during the first 5,000 time 
slots) to 40Mb/s (during the second 5,000 time 
slots) for edge links and from 20Mb/s (during the 
first 5,000 time slots) to 5Mb/s (during the sec-
ond 5,000 time slots) for core links.10 Finally, the 
HSD-Arch servers have the same specifications, 
and hence the data processing delay at each loca-
tion depends only on the processing capacity at 
each slot, which is proportional to the number of 
available servers during that slot.

PerForMAnce evAluAtIon
We consider the following four sub-task alloca-
tion policies. The first policy, called Even, distrib-
utes and processes the collected raw data evenly 
to all available servers in each slot with a goal to 

9 Time scale of a time slot 
can range from few seconds 
to minutes depending on the 
minimum size of chunks. 
 
10 In the real network sce-
nario, the network capacity 
is unlikely to follow this 
Gaussian distribution due to 
the other complex elements. 
However, we believe that 
similar benefit would be seen 
in the real network scenario 
thanks to the dynamic char-
acteristics of the network.
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minimize the processing delay. The second pol-
icy, called Edge, processes the data only at the 
local edge cloud (EC), which achieves this way 
an almost zero network delay.11 The third pol-
icy, called Static, distributes and processes the 
data with the aim to minimize the aggregate pro-
cessing and network delay. Hence, this policy is 
network-aware and uses information about the 
average congestion level of the edge and core 
links. Finally, the fourth policy Dynamic, uses 
dynamic and real-time network state information 
and assigns the subtasks based on the network 
links and server availability in the current slot. 
Clearly, we expect that the last two policies will 
ensure better performance, and even more so the 
Dynamic policy which uses real-time information 
about the system state.

Figure 3 depicts the evaluation results for the 
different scenarios of Table 3, and we can obtain 
several interesting insights. First, the total pro-
cessing and network delay can be significantly 
reduced when the MNO and CSP collaborate. 
Namely, in certain cases, this reduction is up to 
77.61 percent (see Even policy and Dynamic 
policy of E3 scenario in Fig. 3c. Second, in the 
non-collaboration scenario, the CSP decisions for 
sub-task assignment might overload the network 
links and increase their congestion level. This is 
evident from the fact that the network delay is 
higher in the Even policy compared to the Dynam-
ic policy. This result offers a strong motivation to 
MNOs for sharing their network state information 
so as to help the CSP improve its processing load 
dispersion decisions.

Furthermore, it is interesting to note that 
the total delay (i.e., network delay + processing 
delay) of Even and Edge policies significantly vary 
depending on the available number of process-
ing servers and network delay. This shows that 
in practice the distributed execution of analytics 
is not necessarily faster due to the variation of 
network delay. Finally, we note that the consid-
eration of real-time network congestion informa-
tion reduces further the total task execution delay 
compared to the MNO-CSP collaboration where 
only static network congestion information is 
shared. This additional benefit can be up to 23.16 
percent in scenario E3, Fig. 3c because the CSP 
optimizes opportunistically, in each slot, the sub-

task assignment to the servers of each tier, taking 
into account the link bandwidth that is available 
at each slot.

conclusIon
In this article, we proposed and explored the sys-
tematic collaboration of mobile network operators 
with cloud providers, and introduced an architec-
ture that can enable it. HSD-Arch integrates storage 
and computing resources from the cloud providers, 
with the network resources of mobile operators. 
This integration takes place in different infrastructure 
tiers (ranging from equipment close to the end user, 
up to the cloud level), and is made possible due to 
the flexibility of SDN and distributed computing 
frameworks like Hadoop. The MNO-CSP collab-
oration enables the dynamic orchestration of ser-
vices using jointly the resources of MNO and CSP, 
feeds with real-time network information the service 
policies, and makes available Big Data-enabled net-
work management tools to MNO. We presented 
several examples of services that can benefit from 
the coordination of MNO and CSP, and explained 
how information that is already available to either 
of these entities can improve the system perfor-
mance if it is shared among them. The proposed 
system can efficiently handle Big Data and related 
applications, which are expected to proliferate in 
the near future. A detailed numerical study for a 
typical distributed analytic scenario revealed the 
benefits of such collaborative architectures. Finally, 
we discussed certain issues that are expected to 
arise in HSD-Arch, including incentive mechanisms 
and hybrid deployments, and proposed directions 
for addressing them.
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FIGURE 3. Network and processing delay (total delay) for various CSP architectures and network conditions: a) processing environment 
E1; b) processing environment E2; c) processing environment E3; d) processing environment E4.
(a) processing environment E1. (b) processing environment E2. (c) processing environment E3. (d) processing environment E4.

TABLE 3. Examples of hardware specifications, frameworks, datasets and processing delays in existing stud-
ies. The nominal processing delay refers to a single server execution.

Number Hardware specification Framework Dataset Data size Processing delay
E1 [13] Intel Xeon CPU at 2.4GHz Apache Spark (1.5.2) TPC-DS 13GB 4729sec.
E2 [13] with 32 cores hyperthreads, 128GB RAM Decision Tree 3GB 5376sec.
E3 [14] DAS-4, CPU: 2X Intel Xeon 5620 Apache Hadoop (2.7.2) Wordcount 100GB 6240sec.
E4 [14] 2.4GHz/2.66GHz 8 cores, 24GB DDR3 RAM Apache Flink (1.0.2) Wordcount 26GB 4550sec.

11 We assume that this 
network delay incorporates 
queueing delay as well as 
transmission delay caused by 
the congestion.
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