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Abstract—Decentralized security function deployment (activa-
tion) is an important solution to achieve reliable and secure oper-
ations of wireless networks. In this paper, we consider the joint
problem of security function activation and traffic routing in a
wireless multihop network with the aim of minimizing total en-
ergy consumption of all nodes in the network while meeting the
security requirements of the users. Firstly, we analyze the tradeoff
of energy consumption between preventing security damages with
protection functions and remedying it with recovery functions. The
analysis takes the uncertainty of attacks and network capacity
availability into account. Secondly, if the protection function is to
be activated, the activation has to be performed along the route
of traffic flows, which means that the traffic routing should also
be jointly optimized. Therefore, we formulate this problem as a
stochastic optimization model. To obtain the optimal solution, we
apply a distributed algorithm, i.e., accelerated distributed aug-
mented Lagrangian algorithm which is ensured to converge. Fur-
thermore, we analytically demonstrate that the solution obtained
by the accelerated distributed augmented Lagrangian algorithm is
optimal to our stochastic optimization model. Based on the setting
from real experiments, the performance evaluation reveals that the
optimal solution depends largely on the energy budget and energy
consumption of the nodes for transferring traffic and running
security functions.

Index Terms—Network security function virtualization, network
optimization, wireless networks.

I. INTRODUCTION

NOWADAYS, with the rapid proliferation of lightweight
wireless devices such as laptops, tablets, and smartphones,
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the potential and importance of nomadic computing and mul-
tihop wireless networks (MWNs) have become apparent [1].
This is further catalyzed by the emergence of new distributed
and decentralized networking paradigms including device-to-
device (D2D) communications and edge computing that allow
users to acquire/release data and run mobile applications more
efficiently. MWNs have found their roles in these emerging
networking paradigms. For example, the services of D2D com-
munications and edge computing can be extended to more
users through MWNs. Since the MWNs become an important
network infrastructure, the networks are targets of attacks, virus,
malicious software, and phishing. Thus, security certainly tops
the list of requirements in such networks [2]. For example,
mobile phones infected by virus may transfer their infectious
files to other phones. Thus, it is important to activate security
functions, e.g., firewall, antivirus scanner and malware remover,
to detect and prevent the attacks. The security problem becomes
more challenging in such networks due to the impracticality
of a centralized approach for security function activation. For
example, it is inefficient to route all traffic to a particular set of
nodes running security functions.

Recently, researchers are motivated to study and innovate
solutions to different issues on leveraging decentralized security
function for MWNs, e.g., security function activation policy.
Owing to the advancement of the virtualization technology, i.e.,
network function virtualization (NFV), security functions can
be virtualized, migrated, and activated on different nodes to
meet stringent requirements from users under attack and uncer-
tainty while reducing resource consumption of the networks [3].
However, the major issues of the decentralized security function
activation are due to resource constraints of the nodes and
security requirements of the traffic [4]. The nodes with limited
computing, communication, and energy resources cannot run ex-
cessive security functions. Alternatively, optimal load balancing
among the nodes has to be performed [5]. Furthermore, due to
the decentralized structure, traffic routing has to be taken into
account as well.

In this paper, we study the decentralized security function
activation in MWNs, e.g., wireless sensor networks. Following
the software defined network (SDN) architecture, we consider
the situation where the network controller has to decide whether
to activate security protection functions, e.g., virus scanning,
on certain nodes to minimize the chance of being attacked.
However, in some cases such as small potential damage, e.g., low
attack probability, it might not be worth to activate the security
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function to scan all traffics. Instead, if the protection function
is not activated and the attack happens, a security recovery
function, e.g., a virus remover, has to be executed, which may
consume more resource, e.g., energy, than that of running the
protection function. Due to random attacks, the network must
trade off between ‘always protect’ and ‘fix later’ strategies.
Additionally, we consider the traffic routing problem jointly
as the protection function activation must be aligned along the
route of traffic flows. To address the above problem holistically,
we formulate a stochastic optimization model which takes the
uncertainty of attacks and network capacity availability into
account. The stochastic optimization model is then transformed
into a deterministic assignment problem, which can be solved
efficiently using a standard distributed algorithm. We present the
numerical results which clearly show the structure of optimal
traffic routing and security function activation solution. The
proposed stochastic optimization model is useful for security
planning, and it is considered part of cyber risk management
for MWNs. The contributions of the paper are summarized as
follows:

• We formulate a novel stochastic optimization problem for
the decentralized virtualizated security function activation
in MWNs. We take uncertainty of attack and network
capacity availability as well as traffic routing into account
so as to minimize the total network energy consumption.

• We transform the stochastic optimization model into a
traditional deterministic assignment problem, and adopt the
Accelerated Distributed Augmented Lagrangian (ADAL)
algorithm from [6] to find the optimal solution that is
ensured to converge. Furthermore, we analytically prove
that the solution obtained by the ADAL algorithm is the
optimal solution to our stochastic optimization model.

• Through extensive performance evaluation, we demon-
strate the effectiveness of our model on energy saving by
comparing the results with the traditional baseline schemes
with realistic parameter setting.

The rest of this paper is organized as follows. Section II
presents the related work. Section III describes the sys-
tem model. Section IV presents the optimization formulation.
Section V presents how to assemble the objective and con-
straints into standard matrix formulation. Section VI introduces
the ADAL algorithm and presents the proof that the solution
obtained by the ADAL algorithm is the optimal solution to our
stochastic optimization model. Section VII shows the numerical
performance evaluation results, and finally Section VIII sum-
marizes the paper.

II. RELATED WORK

A secure routing problem is crucial for MWNs [7]. Tradi-
tionally, secure routing schemes determine the best route for
transferring traffic from a source to a destination by minimizing
possible damage from attacks, e.g., eavesdropping. For example,
the authors in [8] presented a Trustworthiness-based Quality
of Service (TQoS) with quality of service (QoS) support. The
protocol defines new trustworthiness-based QoS routing metrics
for the secure route discovery and route setup. In addition, it is
necessary to include different security software to enhance the

level of reliability with the consideration that a single security
software is unable to deal with all possible types of attacks [9].
The authors in [10] introduced a new routing metric, i.e., ex-
pected forwarded counters (EFW), to wireless mesh routers’
selfishness. The EFW metric includes reliability and security
factors, which can be used for optimizing traffic routing. In
addition to performance and reliability metrics, energy is also
an important parameter in routing. Accordingly, [11] presented
the secure and energy aware routing (SEAR) protocol to extend
network lifetime while prevent routing traceback attacks.

Optimization techniques were adopted in solving security
problems in MWNs. For example, [12] analyzed joint security
and routing protocol as well as revealed undetected vulnerability.
An optimization problem was formulated to minimize the cost of
node capture attacks. The authors in [13] considered optimizing
effective throughput without being attacked in wireless mesh
networks. Both non-packet-dropping (e.g., eavesdropping) and
packet-dropping (e.g., denial-of-service (DoS)) attacks were
considered. An optimization problem based on nonlinear pro-
gramming was formulated to obtain an optimal routing policy.
The authors in [14] formulated a constrained optimization prob-
lem to determine an optimal route taking QoS (e.g., end-to-end
delay) and security/policy requirements of traffic flows into
account. The authors in [3] introduced decentralized intrusion
detection for resource constrained wireless mesh networks.
Specifically, the optimization was formulated to assign firewall
functions on different nodes in the network given processing and
memory constraints. This optimization assumes that a route is
given and it does not take an energy constraint into account.

Network function virtualization (NFV) is a new approach in
managing and controlling network operations [15]. It allows var-
ious network functions to be virtualized and assigned to network
equipments based on the requirements from network operators
and users [16]. In [17], the authors considered the edge cloud as
an ideal platform to host the virtualized network functions and
constructed a flexible, customized, and efficient network. Traffic
routing is one of the network functions that can be deployed
using NFV including a multicast mechanism [18]. Security
functions can also be deployed in NFV [19]. For example, the
authors in [20] reported threat analysis and identified security
requirements for NFV systems. The security management and
service orchestration framework was also introduced. In [21], the
authors considered software defined network (SDN), NFV, and
cloud computing, and proposed multi-tier security architecture.
The architecture is able to address security threats at different
levels based on user and network requirements.

However, all works in the literature did not consider the joint
optimization problem of security function activation and traffic
routing. Additionally, none of them considered the random
attack behavior which can significantly influences the resource,
i.e., energy consumption. Therefore, they are the focuses of this
paper.

III. NETWORK MODEL

We consider a joint problem of traffic routing and secu-
rity function activation in a MWN. In the network, there are
multiple flows starting from different source nodes to different

Authorized licensed use limited to: Sungkyunkwan University. Downloaded on March 08,2023 at 11:29:01 UTC from IEEE Xplore.  Restrictions apply. 



FENG et al.: JOINT TRAFFIC ROUTING AND VIRTUALIZED SECURITY FUNCTION ACTIVATION IN WIRELESS MULTIHOP NETWORKS 9207

Fig. 1. (a) Example scenario of joint traffic routing and security function
virtualization activation and (b) two stages of decision making by the network
controller.

destination nodes. The flow f is originated from source node Sf

to its corresponding destination node Df with the transmission
rate Rf . Note that all the nodes in the network are within the
“secure network perimeter” [22], where the trustworthiness can
be satisfied, e.g., by encryption [23] and virtual private networks.
However, the flows may be compromised or attacked outside
the “secure network perimeter”, i.e., infected by a virus, before
the transmission. As such, the network can activate security
functions, i.e., either a protection function along the traffic
route or a recovery function on the destination node. These
security functions are available at all the nodes in the network.
For example, the functions are deployed when the nodes are
initialized. The security functions are activated to prevent or to
recover from the damage if attack happens. The functions can
be deactivated, e.g., to reduce energy consumption, but they are
not removed from the nodes. In this section, we describe the
network model and an example scenario (see Fig. 1(a)) about
the traffic routing and the security function activation.

A. Network Model and Example Scenario

We consider a MWN with a set of nodes, i.e.,N , and a set of
flows, i.e., F . Each node has limited energy budget, e.g., avail-
able energy in its battery, and each link has limited and random
capacity (i.e., achievable rate) due to different wireless devices
and the effects from the surrounding, e.g., interference. Based
on a software defined network (SDN) model, the control plane
is separated from the data plane in which a network controller
is deployed. The traffic flow is subject to cyber attacks, e.g.,
malware infection. Thus, the purpose of the network controller
is not only to perform traffic routing of the flows, but also to

activate virtualized security functions on certain nodes in the
network. The source node can be an edge device, e.g., a small
local server, which may receive infected flows from the outside
of the “secure network perimeter”. In particular, the nodes in
N are assumed to be secure and deemed safe to transfer traffic.
This is reasonable as they can be loaded with virtualized security
functions. In the following, we focus on investigating how to
remedy the damage caused by the attack on the flow.

Figure 1(a) shows an example of the network with five nodes
1− 5, and one flow, denoted by f1. Nodes 1 and 4 are the source
and destination nodes (i.e.,S1 andD1) of f1, respectively. In this
example, flow f1 has two options of routing, i.e., through node
5 only or through nodes 2 and 3. Considering the greater energy
budgets of nodes 2 and 3 than that of node 5, we assume that the
network controller assigns flow f1 to be routed through nodes 2
and 3, i.e., 1− 2− 3− 4. As such, there are two options for the
network controller to prevent the random attack from damaging
flow f1. The first option is to activate the security protection
function on one of the intermediate nodes 2 and 3 in advance to
detect and prevent the attack. The second option is to activate the
recovery function on the destination node 4 if the attack happens.
The tradeoff in terms of energy consumption of the two options
exists. For example, if the attack probability is small, running
the recovery function is more energy efficient than scanning
all traffic. Therefore, the network controller needs to manage
the activation of security functions jointly with traffic routing
to achieve an optimal energy efficiency taking uncertainties
of attacks into account. Thus, in this paper, we introduce a
stochastic programming model to obtain the optimal decisions
for the network controller.

B. Decision Stages

As shown in Fig. 1(b), there will be two stages in the decision
of the network controller for joint traffic routing and security
function activation:

• In the first stage (i.e., here & now), the network controller
does not know whether an attack will happen or not, but
it knows the attack probability. Note that the attack prob-
ability can be estimated by using various techniques, e.g.,
[24]. Without being certain about the attack, the network
controller decides on the routing for data transfer of a flow
and the activation of protection function, i.e., whether and
where protection function will be activated.

• In the second stage (i.e., recourse), the network controller
decides on the activation of recovery function after the
observation of an attack. If the attack happens while the
protection function is not activated, e.g., by observing sys-
tem malfunction, the recovery function has to be activated
on the destination node.

C. Decision Variables

For the network controller, three decision variables are defined
as follows:

• xi,j,f ∈ {0, 1} is a binary variable indicating whether flow
f ∈ F will take a route through the link from node i ∈ N
to node j ∈ N in the first stage or not.
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TABLE I
LIST OF KEY NOTATIONS

• ys,j,f ∈ {0, 1} is a binary variable indicating whether se-
curity protection function s ∈ Pf will be activated on node
j ∈ N for flow f ∈ F in the first stage or not.

• zs′,Df
∈ {0, 1} is a binary variable indicating whether re-

covery function s′ ∈ P′f will be activated on the destination
node Df ∈ N of flow f ∈ F under scenario ω ∈ Ω in the
second stage or not.

Here, the notations, e.g.,N ,F , andPf , are defined in Table I.

D. Uncertain Parameters

The network controller faces two uncertain parameters, the
values of which are not known in advance (i.e., the first stage).

1) Uncertainty of Attack: Let as,f be a scenario of an attack,
e.g., virus infection, where s indicates the type of security
protection function that can handle the attack. Since an attack
happens randomly, the scenario can be represented by as,f = 0
if the attack does not happen and as,f = 1 if the attack happens.
When as,f = 1, the attack can be prevented if the corresponding
protection function s ∈ Pf has been activated on one of the
nodes along the route of flow f . However, if the protection
function s ∈ Pf has not been activated when the attack happens,
i.e., as,f = 1 and ys,j,f = 0, ∀j ∈ Lf , the recovery function
s′ ∈ P′f must be activated to remedy the damage from the
attack. Let Ω be a scenario space of the entire network defined
as follows:

Ω =
⊗

f∈F
Ωf , (1)

where Ωf = {[a1,f , . . . , as,f , . . . , a|Pf |,f ]|as ∈ {0, 1}, s ∈
Pf} is the attack scenario space of flow f , and

⊗
represents the

Cartesian product. Let Pr(as,f ) be the probability that attack
scenario as,f (ω) happens under a scenario case ω ∈ Ω. pω is
the probability of a scenario case ω, which is obtained from

pω =
∏

f∈F

⎛

⎝
∏

s∈Pf

Pr (as,f (ω))

⎞

⎠ , (2)

where the attack happens independently. However, a dependent
attack model, e.g., if the attack scenario as,f happens, the attack
a′s,f may be more likely or less likely to happen, can also
be adopted as well, i.e., through modification of the scenario
space Ω.

2) Uncertainty of Capacity: The achievable rate of a wireless
link is not deterministic due to the channel quality of different
types of devices and the number of flows going through this
link. Let Bmin and Bmax be the lower and upper bounds of
the achievable rate, respectively. The achievable rate of the link
between nodes i and j is denoted by Bi,j ∈ [Bmin, Bmax]. As a
result, the achievable rate scenario space of the entire network,
denoted by Θ, can be defined as follows:

Θ =
{[

B1,2, B1,3, . . . , B|N |−1,|N |
]∣∣Bi,j ∈ [Bmin, Bmax],

∀i, j ∈ N} , (3)

where N is the set of all nodes in the network. Denote the
probability that the achievable rate of the link between nodes
i and j is Bi,j as ηi,j , then pθ is the probability of a capacity
scenario case θ ∈ Θ, which is the product of the probabilities of
the possible achievable rates belonging to the capacity scenario
case θ ∈ Θ and can be represented as follows:

pθ =

√√√√√
∏

i∈N

⎛

⎝
∏

j∈Oi

Pr (Bi,j (θ))

⎞

⎠ =

√√√√√
∏

i∈N

⎛

⎝
∏

j∈Oi

ηi,j

⎞

⎠,

(4)
whereOi is the set of the nodes pointed at by the outgoing links
from node i ∈ N . Note here that the achievable rate between
nodes i and j exists only when there exists a link between nodes
i and j, i.e., j ∈ Oi ∪ Ii.

Combining random attack and capacity uncertainties, the sce-
nario space of the network environment is defined as a Cartesian
product of these two scenario spaces Ω and Θ, i.e.,

Ξ = Ω
⊗

Θ = { (ω, θ)|ω ∈ Ω, θ ∈ Θ} , (5)

where the probability of the network scenario ξ is pξ =
pωpθ, ∀ξ ∈ Ξ.

IV. OPTIMIZATION FORMULATION

We present the stochastic programming model for the joint
problem of traffic routing and security function activation in
this section. The definitions of sets and constants used in the
model are listed in Table I.

This optimization is based on two-stage stochastic program-
ming [25]. The objective is to minimize total energy consump-
tion of all nodes incurred by transferring traffic, activating
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protection and recovery functions, i.e., (6) and (7), shown at
the bottom of this page, where

• The term
∑

i∈Ij Kj,fxi,j,f represents the energy consump-
tion incurred by transferring traffic.

• The term
∑

f∈F
∑

s∈Pf C
p
s,j,fys,j,f represents the energy

consumption incurred by activating a protection function.
• Since an attack happens randomly, the term

E[
∑

f∈F
∑

s′∈P′f C
r
s′,fzs′,f ] represents the expected

energy consumption incurred by activating a recovery
function.

We have two sets of constraints for traffic routing and security
function activation. For the routing, we first have the constraint
that if the node is the source Sf of flow f , then the number of
outgoing links is larger than the number of incoming links by
one, i.e., one link is initiated. This constraint is represented as
follows:

∑

j′∈OSf

xSf ,j′,f −
∑

i′∈ISf

xi′,Sf ,f = 1, ∀f ∈ F . (8)

Second, we have the constraint that if the node is the des-
tination Df of flow f , then the number of incoming links is
larger than the number of outgoing links by one, i.e., one link is
terminated. This constraint is represented as follows:

∑

i′∈IDf

xi′,Df ,f −
∑

j′∈ODf

xDf ,j′,f = 1, ∀f ∈ F . (9)

We then have the constraint that if the node i is an intermediate
node of any flow, then the number of incoming links must be
equal to the number of outgoing links, i.e.,
∑

j′∈Oi

xi,j′,f −
∑

i′∈Ii

xi′,i,f = 0, if i ∈ N \ {Sf , Df}, ∀f ∈ F .

(10)
The next constraint ensures that there is no loop for any flow.

That is, there is only one outgoing link and one incoming link
for each flow of any node, i.e.,

∑

j∈Oi

xi,j,f ≤ 1,
∑

i∈Ij

xi,j,f ≤ 1, ∀i ∈ N , f ∈ F . (11)

Finally, the routing must ensure that the transmission rate
of all flows of any node must be lower than or equal to the
achievable rate Bi,j , depending on the types of devices and link
conditions. However, Bi,j is not deterministic and depends on
the scenario case θ ∈ Θ, so we apply the stochastic techniques

used in robust optimization [26] to address the uncertainty of
the parameter, i.e.,

Pr

⎛

⎝
∑

f∈F
xi,j,fRf ≤ Bi,j(θ)

⎞

⎠ ≥ ηi,j , ∀i, j ∈ N , θ ∈ Θ.

(12)
The next constraint ensures that the protection function can

be activated only on the node which the flow goes through, i.e.,

ys,j,f ≤
∑

i∈Ij

xi,j,f , ∀f ∈ F , s ∈ Pf , j ∈ N . (13)

We have the constraint that for each flow, every protection
function will be activated only once on one of the nodes where
this flow goes through, i.e.,

∑

j∈N
ys,j,f ≤ 1, ∀f ∈ F , s ∈ Pf . (14)

In addition, the protection functions in the set S =
{s1, s2, . . . , s|S|} should be activated in order according to the
properties of NFV, e.g., s1 ∈ S should be activated on the node
along the flow route in front of or on the same node which s2 ∈ S
is activated on. This leads to the follow constraint:

Lfh∑

j=Lf 1

ysp,j,f ≥
Lfh∑

j=Lf 1

ysq,j,f , if p ≤ q, ∀h ∈
{

1, 2, . . . ,
∣∣Lf

∣∣} .

(15)
First, for a certain scenario case ω that an attack happens, i.e.,

as(ω) = 1, if the protection function is not activated, then the
recovery function must be activated on the destination node, i.e.,

∑

j∈N
ys,j,f = 0, ∀f ∈ F , s ∈ Pf ,

zs′,Df
= 1, ∀f ∈ F , s′ ∈ P′f . (16)

By contrast, if there is no attack, i.e., as(ω) = 0, then the
recovery function is not needed, i.e.,

zs′,Df
= 0, ∀f ∈ F , s′ ∈ P′f . (17)

In conclusion, this constraint depends on a scenario case ω, i.e.,
whether the corresponding attack happens or not, i.e.,

∑

j∈N
ys,j,f + zs′,Df

≥ as(ω), ∀f ∈ F , s ∈ Pf , ω ∈ Ω.

(18)

min
xi,j,f ,ys,j,f ,zs′,Df

∑

f∈F

⎧
⎨

⎩
∑

j∈N

⎛

⎝
∑

i∈Ij

Kj,fxi,j,f +
∑

s∈Pf

Cp
s,j,fys,j,f

⎞

⎠+ E

⎡

⎣
∑

s′∈P′f

Cr
s′,Df

zs′,Df

⎤

⎦

⎫
⎬

⎭, (6)

∑

f∈F

⎡

⎣
∑

i∈Ij

Kj,fxi,j,f +
∑

s∈Pf

Cp
s,j,fys,j,f +

∑

s′∈P′f

Cr
s′,Df

zs′,Df

⎤

⎦ ≤ Ej , if j = Df , ∀f ∈ F ,

∑

f∈F

⎡

⎣
∑

i∈Ij

Kj,fxi,j,f +
∑

s∈Pf

Cp
s,j,fys,j,f

⎤

⎦ ≤ Ej , if j �= Df , ∀f ∈ F (7)
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We transform the stochastic programming model into the
deterministic equivalent formulation. As such, we express the
expected energy consumption from activating the recovery func-
tion as follows:

E

⎡

⎣
∑

f∈F

∑

s′∈P′f

Cr
s′,Df

zs′,Df

⎤

⎦ =
∑

ω∈Ω

(
pω × zs′,Df

Cr
s′,Df

)
,

(19)
where pω is the probability of the scenario caseω ∈ Ω. Addition-
ally, the constraint defined in (18) can be customized according
to the scenario.

We next have the constraint that the energy consumption
incurred from transferring traffic and running security functions
must be lower than or equal to the energy budget Ej of node j,
i.e., (7) for all j ∈ N .

We consider to adopt the ADAL algorithm to solve the deter-
ministic equivalent formulation with multiple decision variables.
Thanks to the property that the ADAL algorithm is applicable for
the problem with more than 2 decision variables, our proposed
stochastic optimization model can be extensively developed to
consider a more sophisticate scenario, e.g., including the switch
on/off of the nodes.

V. OPTIMIZATION TRANSFORMATION

To solve the joint problem, we need to reformulate the
problem into a standard formulation. The reformulation pro-
cess contains three steps, i.e., the matrix transformations of
equality constraints, inequality constraints, and objective func-
tion. The purpose of the reformulation is to enable us to
adopt the algorithm to obtain the solution in a more efficient
way. More importantly, to analytically prove that the solu-
tion obtained by the ADAL algorithm is the optimal solu-
tion to our stochastic optimization model in Section VI-B is
necessary.

A. The Matrix Transformation of Objective Function

Let S = Pf ∪ P′f , ∀s ∈ S , the decision variables ys,j,f and
zs′,Df

can be assembled as one decision variable, i.e.,

ys,j,f =

{
ys,j,f , if j �= Df ,

zs′,Df
, if j = Df ,

(20)

and a new constant

Cs,j,f =

{
Cp

s,j,f , if j �= Df ,

Cr
s′,Df

, if j = Df .
(21)

We use the vector notation shown in (22)–(26) at the bottom
of this page, then the objective function can also be rewritten as
follows:

min
�x,�y

�1	|N |
[(
Q5

)	(
Q2

)	
�x+

(
Q6

)	
�y
]

= min
�x,�y

�1	|N |
(
Q5

)	(
Q2

)	
�x

︸ ︷︷ ︸
f1(�x)

+�1	|N |
(
Q6

)	
�y

︸ ︷︷ ︸
f2(�y)

= min
�x,�y

f1 (�x) + f2 (�y), (27)

whereQ2,Q5, andQ6 are defined in (29), (24), and (25), respec-
tively. Since all the matrices Q2, Q5, and Q6 are full-ranked,
both f1 and f2 are therefore linear maps and convex.

B. Matrix Transformation of Equality Constraints

There are two equality constraints in our model, i.e.,

∑

j′∈Oi

xi,j′,f −
∑

i′∈Ii

xi′,i,f =

⎧
⎪⎨

⎪⎩

1, if i = Sf ,

−1, if i = Df ,

0, otherwise,
∑

j∈N
ys,j,f = 1, (28)

�x =
[
x1,1,1, . . . , x1,|N |,1, x2,1,1, . . . , x2,|N |,1, . . . , x|N |,|N |,1, x1,1,2, . . . , x|N |,|N |,|F|

]	

�y =
[
y1,1,1, . . . , y1,|N |,1, y2,1,1, . . . , y2,|N |,1, . . . , y|S|,|N |,1, y1,1,2, . . . , y|S|,|N |,|F|

]	
(22)

�Bpro =
[
B1,1η1,1, B1,2η1,2, . . . , B1,|N |η1,|N |, B2,1η2,1, . . . , B2,|N |η2,|N |, . . . , B|N |,|N |η|N |,|N |

]	 ∈ R|N ||N |×1 (23)

Q5 =
[
diag

([
K1,1,K2,1, . . . ,K|N |,1

])
, diag

([
K1,2,K2,2, . . . ,K|N |,2

])
, . . . , diag

([
K1,|F|,K2,|F|, . . . ,K|N |,|F|

])]	

∈ R|N ||F|×|N |, (24)

Q6 =
[
diag

([
C1,1,1, C1,2,1, . . . , C1,|N |,1

])
, diag

([
C2,1,1, C2,2,1, . . . , C2,|N |,1

])
, . . . , diag

([
C|S|,1,1, C|S|,2,1, . . . , C|S|,|N |,1

])
,

diag
([
C1,1,2, C1,2,2, . . . , C1,|N |,2

])
, . . . , diag

([
C|S|,1,|F|, C|S|,2,|F|, . . . , C|S|,|N |,|F|

])]	 ∈ R|S||N ||F|×|N |, (25)

Q7 =

⎡

⎢⎢⎢⎢⎢⎢⎣

Q7
1 0|S||N |×|Lf | |S|(|S|−1)

2
· · · 0|S||N |×|Lf | |S|(|S|−1)

2

0|S||N |×|Lf | |S|(|S|−1)
2

Q7
2 · · · 0|S||N |×|Lf | |S|(|S|−1)

2

...
...

. . .
...

0|S||N |×|Lf | |S|(|S|−1)
2

0|S||N |×|Lf | |S|(|S|−1)
2

· · · Q7
|F|

⎤

⎥⎥⎥⎥⎥⎥⎦
∈ R

|S||N ||F|× |S|(|S|−1)
2

∑

f∈F
|Lf |

(26)
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where (28) incorporates the constraints in (8), (9), and (10).
The equality constraints in (28) can be rewritten in a matrix
form, i.e.,Mx

	�x = �bsub andMy
	�y = �1|S||F|, respectively. The

matrix Mx is defined as

Mx =

⎡

⎢⎢⎢⎢⎢⎣

Mxsub 0|N ||N |×|N | 0|N ||N |×|N | 0|N ||N |×|N |

0|N ||N |×|N | Mxsub 0|N ||N |×|N | 0|N ||N |×|N |

0|N ||N |×|N | 0|N ||N |×|N |
. . .

...

0|N ||N |×|N | 0|N ||N |×|N | · · · Mxsub

⎤

⎥⎥⎥⎥⎥⎦

∈ R|N ||N ||F| × |N | |F|,

where Mxsub = [Mxsubi,(i−1)|N |+j ]
	 ∈ R|N ||N |×|N |, 0 is a

matrix of zeros, and the value of Mxsubi,(i−1)|N |+j is

Mxsubi,(i−1)|N |+j =

⎧
⎪⎨

⎪⎩

1, if j ∈ Oi, ∀i ∈ N ,

−1, if i ∈ Ij , ∀j ∈ N ,

0, otherwise.

The vector �bsub = [b1,1, . . . , b|N |,1, b1,2, . . . , b|N |,2, b1,3, . . . ,

b|N |,|F|]
	 ∈ R|N ||F|×1, where

bi,f =

⎧
⎪⎨

⎪⎩

1, if i = Sf , ∀f ∈ F ,
−1, if i = Df , ∀f ∈ F ,
0, otherwise.

As for My
	�y = �1|S||F|, the matrix My is defined as

My =

⎡

⎢⎢⎢⎢⎢⎣

Mysub 0|S||N |×|S| · · · 0|S||N |×|S|

0|S||N |×|S| Mysub · · · 0|S||N |×|S|

...
...

. . .
...

0|S||N |×|S| 0|S||N |×|S| · · · Mysub

⎤

⎥⎥⎥⎥⎥⎦

∈ R|S||N ||F|×|S||F|,

where the blocks Mysub in My is given as

Mysub =

⎡

⎢⎢⎢⎢⎢⎢⎣

�1|N | �0|N | · · · �0|N |
�0|N | �1|N | · · · �0|N |

...
...

. . .
...

�0|N | �0|N | · · · �1|N |

⎤

⎥⎥⎥⎥⎥⎥⎦
∈ R|S||N |×|S|.

Let A1 = [Mx O]	, A2 = [O My]
	, and �b = [�b	sub

�1	|S||F|]
	, all the equality constraints are assembled into a matrix

form, i.e., A1�x+A2�y −�b = �0|N ||F|+|S||F|.

C. Matrix Transformation of Inequality Constraints

The two inequality constrains in (11), i.e.,
∑

j∈Oi
xi,j,f ≤

1,
∑

i∈Ij xi,j,f ≤ 1, ∀i ∈ N , f ∈ F , can be rewritten as
(
Q1

)	
�x ≤ �1|N ||F| and

(
Q2

)	
�x ≤ �1|N ||F|, respectively. The

matrix Q1 is defined as

Q1 =

⎡

⎢⎢⎢⎢⎢⎣

Q1
sub 0|N ||N |×|N | · · · 0|N ||N |×|N |

0|N ||N |×|N | Q1
sub · · · 0|N ||N |×|N |

...
...

. . .
...

0|N ||N |×|N | 0|N ||N |×|N | · · · Q1
sub

⎤

⎥⎥⎥⎥⎥⎦

∈ R|N ||N ||F|×|N ||F|,

where Q1
sub = [Q1

subi,(i−1)|N |+j ]
	 ∈ R|N ||N |×|N | and

Q1
subi,(i−1)|N |+j =

{
1, if j ∈ Oi, ∀i ∈ N ,

0, otherwise.

Similarly, given the matrix Q2
sub = [Q2

subi,(i−1)|N |+j ]
	 ∈

R|N ||N |×|N |, where

Q2
subi,(i − 1)|N |+j =

{
1, if i ∈ Ij , ∀j ∈ N ,

0, otherwise,

Q2 can be assembled as follows:

Q2 =

⎡

⎢⎢⎢⎢⎢⎣

Q2
sub 0|N ||N |×|N | · · · 0|N ||N |×|N |

0|N ||N |×|N | Q2
sub · · · 0|N ||N |×|N |

...
...

. . .
...

0|N ||N |×|N | 0|N ||N |×|N | · · · Q2
sub

⎤

⎥⎥⎥⎥⎥⎦

∈ R|N ||N ||F|×|N ||F|. (29)

Regarding the inequality constraint in (13), let Q3
sub =

[I|N |, I|N |, . . . , I|N |] ∈ R|N |×|S||N | and

Q3 =

⎡

⎢⎢⎢⎢⎢⎣

Q3
sub 0|N |×|S||N | · · · 0|N |×|S||N |

0|N |×|S||N | Q3
sub · · · 0|N |×|S||N |

...
...

. . .
...

0|N |×|S||N | 0|N |×|S||N | · · · Q3
sub

⎤

⎥⎥⎥⎥⎥⎦

∈ R|N ||F|×|S||N ||F|,

it can be rewritten as �y ≤ (Q3)	(Q2)	�x.
The inequality constraint in (12) is presented as

(Q4)	�x ≤ �Bpro, where the matrix is defined as Q4 =
[R1I|N ||N |, R2I|N ||N |, . . . , R|F|I|N ||N |]

	 ∈ R|N ||N ||F|×|N ||N |

and the vector �Bpro is shown in (23).
We define two matrices, i.e., (24) and (25), and one

vector �E = [E1, E2, . . . , E|N |]
	, the matrix formulation of

the inequality constraint in (7) is (Q5)	(Q2)	�x+ (Q6)	

�y ≤ �E.
Given a matrix Q7

fspsq ∈ R|L
f |×|S||N | with respect to f , sp,

and sq , the element in its hth row and i+ (s+ − 1)th column is
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defined as follows

Q7
fspsqh,i+(s+−1)|N |

=

⎧
⎪⎨

⎪⎩

1, if s+ = sp, ∀i ∈
{
Lf

1,Lf
2, . . . ,Lf

h

}
,

−1, if s+ = sq, ∀i ∈
{
Lf

1,Lf
2, . . . ,Lf

h

}
,

0, otherwise.

(30)

LetQ7
f =[(Q7

fs1s1)
	
, (Q7

fs1s2)
	
, . . . , (Q7

fs1s|S|)
	
, (Q7

fs2s2)
	
,

. . . , (Q7
fs2s|S|)

	
, . . . , (Q7

fs|S|s|S|)
	
] ∈ R|S||N |×|L

f | |S|(|S|−1)
2 , and

we defined the matrix as shown in (26), the matrix formulation
of the constraint in (15) is (Q7)	�y ≥ �0 |S|(|S|−1)

2

∑
f∈F |Lf |

.

Consequently, if we set D1, D2, �d3 by following (36), shown
at the bottom of the page, then the inequality constraint isD1�x+
D2�y + �d3 ≤ �02|N ||F|+|S||N ||F|+|N ||N |+|N |+ |S|(|S|−1)

2

∑
f∈F |Lf |

.

D. Standard Optimization Formulation

For simplicity, let

�x = �x1, �y = �x2,

�02|N ||Fw|+|S||N ||F|+|N ||N |+|N |+ |S|(|S|−1)
2

∑
f∈F |Lf |

= �0inequal,

and�0|N ||F|+|S||F| = �0equal the complete standard formulation of
our optimization problem can be rewritten as follows:

min
�xm

2∑

m=1

fm(�xm)

s.t.
2∑

m=1

Am�xm −�b = �0equal,
2∑

m=1

Dm�xm + �d3 ≤ �0inequal.

(31)
Additionally, the inequality constraint in (31) define two

feasible regions, i.e.,X1 = {�x1|�x1 ≤ −D1
−1(D2�x2 + �d3)} and

X2 = {�x2|�x2 ≤ −D2
−1(D1�x1 + �d3)}.

VI. ALGORITHM AND GAP ANALYSIS

A. Algorithm

We adopt the ADAL algorithm [6] to solve our optimization
problem given in (31), where the specific steps of the ADAL
algorithm are shown in Algorithm 1. Inherently, the augmented
Lagrangian has the form:

Λ1
ρ = f1(�x1) +

〈
�λ,A1�x1

〉
+

ρ

2

∥∥∥∥∥

2∑

m=1

Am�xm −�b

∥∥∥∥∥

2

,

s.t. �x1 ∈ X1, (32)

Algorithm 1: Accelerated Distributed Augmented
Lagrangian (ADAL) Algorithm.

1: Initialization: Set k = 1, define initial Lagrange
multipliers �λ and initial primal variables �xk

m,
m ∈ {1, . . . ,M}, for k = 1;

2: For fixed Lagrange multipliers �λk, determine x̂k
m as

the solution of the following problem:

�̂xk
m = arg min

�xm∈Xm

Λm
ρ (�xm, �xk

h,�λ
k), (34)

∀m ∈ {1, . . . ,M}, h �= m, and proceed to Step 3;
3: Set:

�xk + 1
m ← �xk

m + τ(�̂xk
m − �xk

m),

go to Step 4;
4: If the equality constraints

M∑

m=1

Am�xk+1
m = �b

are satisfied and

Am�̂xk
m = Am�xk

m,

then stop (optimal solution found). Otherwise, go to
Step 5;

5: Set:

�λk+1 ← �λk + ρτ

(
M∑

m=1

Am�xk+1
m −�b

)
,

and increase k by one and return to Step 2.

and

Λ2
ρ = f2(�x2) +

〈
�λ,A2�x2

〉
+

ρ

2

∥∥∥∥∥

2∑

m=1

Am�xm −�b

∥∥∥∥∥

2

,

s.t. �x2 ∈ X2, (33)

where �λ is the Lagrangian multiplier and ρ is the penalty
coefficient.

B. Gap Analysis

As we observe in (32) and (33), the ADAL algorithm is
a distributed optimization method that relies on augmented
Lagrangians. The technique is performed by adding a quadratic
penalty term to the ordinary Lagrangian of a problem [27]. Com-
pared to standard distributed optimization techniques, e.g., dual

D1 =

[
Q1,Q2,Q3Q2,Q4,Q5Q2,0|N ||N ||F|× |S|(|S|−1)

2

∑

f∈F
|Lf |

]	
,

D2 =
[
0|S||N ||F|×|N ||F|,0|S||N ||F|×|N ||F|, I|S||N ||F|×|S||N ||F|,0|S||N ||F|×|N ||N |,Q

6,−Q7
]	

,

�d3 =

[
−�1|N ||F|,−�1|N ||F|,�0|S||N ||F|,− �Bpro,− �E,�0 |S|(|S|−1)

2

∑

f∈F
|Lf |

]	
(36)
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decomposition [28], augmented Lagrangian methods converge
very fast and do not require strict convexity of the objective
function [27], [28]. As such, our optimization problem in (31)
is transformed into the following formulation:

min
�xm

2∑

m=1

fm(�xm) +
ρ

2

∥∥∥∥∥

2∑

m=1

Am�xm −�b

∥∥∥∥∥

2

s.t.
2∑

m=1

Am�xm −�b = �0equal,

2∑

m=1

Dm�xm + �d3 ≤ �0inequal,

(35)

which is a nonlinear optimization problem.
Since the nonzero dual gap may exist between the nonlinear

optimization problem and its dual problem [26], this results in
the existence of the nonzero gap between the optimal value
of the objective function in the linear optimization problem
in (31) and that in the dual problem of the nonlinear opti-
mization problem (35). As such, we need to justify that this
gap is equal to 0, and hence the solution obtain by the ADAL
algorithm is the optimal solution to the linear optimization
problem (31).

Lemma 1: Weak duality theorem in [29]: Consider the pri-
mal problem given as follows:

min
�x

f (�x)

s.t. �h (�x) = �0, �g (�x) ≤ �0, �x ∈ X (39)

and its Lagrangian dual problem, i.e.,

max
�λ,�μ

L
(
�λ, �μ

)

s.t. �μ ≥ �0

(40)

where L (�λ, �μ) = inf
�x
{f(�x) +�λ	�h(�x) + �μ	�g(�x)|�x ∈ X}. Let

�x be a feasible solution to (39), i.e., �h(�x) = �0, �g(�x) ≤ �0, and
�x ∈ X . Also, let (�λ, �μ) be a feasible solution to (40), i.e., �μ ≥ �0.
Then, f(�x) ≥ L (�λ, �μ).

Theorem 1: Suppose that T1 ⊆ R|N ||N ||F|×1 and T2 ⊆
R|S||N ||F|×1 are nonempty convex sets, and ∃�̃x1 ∈ T1, �̃x2 ∈
T2, such that

∑2
m=1 Am�̃xm −�b = �0equal,

∑2
m=1 Dm�̃xm +

�d3 ≤ �0inequal, and �0equal ∈ int(H(T1, T2)), where H(T1, T2) =

{
∑2

m=1 Am�xm −�b|�x1 ∈ T1, �x2 ∈ T2} and int(H(T1, T2)) is

Fig. 2. A network topology for performance evaluation.

TABLE II
PARAMETERS OF EACH NODE

the interior of H(T1, T2). Moreover, since
∑2

m=1 fm(�xm),∑2
m=1 Am�xm −�b, and

∑2
m=1 Dm�xm + �d3 are linear func-

tions on �x1 and �x2 and hence are convex, we consequently
have (37), where L (�λ, �μ) is defined in (38), both shown at the
bottom of the page.

Please refer to Appendix A for the proof.

VII. PERFORMANCE EVALUATION

A. Parameters Setting

We first consider a simple network topology as shown in
Fig. 2. There are ten nodes, i.e., 1, . . . , 10, in which seven of
them are source nodes and destination nodes of flow f1, f2, f3

and f4, i.e., S1, S2, S3, S4, and D1, D2, D3, D4, located in
nodes 1, 2, 3, 4 and 8, 9, 9, 10, respectively. We set ηi,j = 0.8,
∀i, j ∈ N , to guarantee that the links will not be overloaded.
We assume that the rate of flow, i.e., Rf , is 1 Mbps. As shown
in Table II, the transmission rate of each link, i.e., Bi,j between
node i and node j, varies following a distribution, e.g., uniform
distribution, with a subset of the interval [1.34, 15.43] as its
feasible domain, e.g., [2, 10] ⊆ [1.34, 15.43]. The energy budget
En of each node in the network is 7.4 watt-hour. The energy

inf
�xm

{
2∑

m=1

fm(�xm)

∣∣∣∣∣

2∑

m=1

Am�xm −�b = �0equal,
2∑

m=1

Dm�xm + �d3 ≤ �0inequal, �x1 ∈ T1, �x2 ∈ T2

}
= sup

�λ,�μ

{
L

(
�λ, �μ

)∣∣∣ �μ ≥ �0inequal
}
,

(37)

L
(
�λ, �μ

)
= inf

�xm

⎧
⎨

⎩

2∑

m=1

fm(�xm) +�λ	

(
2∑

m=1

Am�xm −�b

)
+ �μ	

(
2∑

m=1

Dm�xm + �d3

)
+
ρ

2

∥∥∥∥∥

2∑

m=1

Am�xm −�b

∥∥∥∥∥

2
∣∣∣∣∣∣
�x1 ∈ T1, �x2 ∈ T2

⎫
⎬

⎭

(38)
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TABLE III
SECURITY FUNCTION PARAMETERS

TABLE IV
EXPERIMENTAL RESULTS

consumption Kn,f of wireless transmission (Wi-Fi) is 0.0461
watt-hour.

We consider Trend Mobile Security, Antivirus [30] and 360
Mobile Safe [31] to be the test security software containing secu-
rity functions, which are applied to detect and prevent malicious
software or virus infection to be spread to a destination node.
Table III shows their functions and the measurement results. The
results in Table III indicate that the energy consumption of Trend
Mobile Security, Antivirus and 360 Mobile Safe are 0.1106 watt-
hour, 0.0319 watt-hour and 0.0391 watt-hour, respectively, and
so we set the energy consumption parameterCp

s,n,f accordingly.
As shown in Table III, Trend Mobile Security, Antivirus, and
360 Mobile Safe support the protection function (i.e., intrusion
detection and intrusion prevention). All these three software
support the recovery function (i.e., data backup and recovery).
All the measurements are obtained by running the software on
Redmi 2 (16 G, HM 2LTE-SA) with Wi-Fi. The measurement is
done by using the software, Application Resource Optimizer
(ARO) [32], provided by AT&T. However, although all the
security software have the recovery function, ARO is not capable
of separating the energy consumption for recovery function from
other functions running on the same device. Thus, without loss
of generality, we consider three scenarios, the energy consump-
tion for the recovery function is equal to 1

2 , 1, 2 of that of the
protection function.

B. Numerical Result

We set the attack probability of flows f1 and f2 as 0.05,
while that of flows f3 and f4 is set as 0.95. Note here that
a similar setting can be found in the literature, e.g., in [33].
We first consider the scenario that the protection and recovery
functions consume an identical amount of energy. Table IV
shows the optimal routes and the activation of security function
in the network. We observe that flows f1 and f2 will not activate
protection functions and invoke recovery functions only when
an attack (i.e., virus attack) happens. Since their chance of being
attacked is small, flows f1 and f2 decide not to spend energy for
activating protection functions proactively. By contrast, when
the attack probability is large, i.e., 0.95, the flows will tend to

Fig. 3. (a) Total energy consumption and (b) activation of protection or
recovery function for flow f1 under different attack probability.

Fig. 4. (a) Expected energy consumption when the attack happens randomly
and (b) total energy consumption when the attack does happen for flow f1 under
different scenarios.

activate the protection functions, because the energy consump-
tion for activating protection and recovery functions are almost
equal to each other. As such, both flows f3 and f4 decide to
activate the protection functions. Flow f3 decides to activate
protection functions on node n7, while the protection functions
of flow f4 are activated on different nodes, i.e., n3 and n7.
This result indicates that the network controller tries to activate
the protection functions on different nodes to balance energy
consumption.

Figure 3(a) illustrates the total energy consumption under dif-
ferent attack probabilities of flow f1. The energy consumption is
incurred by transferring traffic, activating the protection function
and recovery function. We evaluate three scenarios, i.e.,
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Fig. 5. Comparison of the energy consumption for flow f1 by varying the attack probability in (a) Scenario 1, (b) Scenario 2, and (c) Scenario 3.

• Scenario 1 (Cr
s′,Df

/Cp
s,n,f = 1/2): the energy consump-

tion incurred by activating the recovery function is half of
that by activating the protection function,

• Scenario 2 (Cr
s,n,f/C

p
s′,Df

= 1): the energy consumption
incurred by activating the protection function is equal to
that by activating recovery software, and

• Scenario 3 (Cr
s′,Df

/Cp
s,n,f = 2): the energy consumption

incurred by activating the recovery function is 2 times that
by activating the protection function.

From Fig. 3(a), the total energy consumption increases when
the attack probability increases. This is because the flow has to
activate either protection or recovery function more frequently.
We observe that for energy efficiency, flow f1 will not activate
the protection function if an attack is unlikely to happen for all
scenarios. For Scenario 1, even though the attack probability is
relatively high, the flow will not activate the protection function.
This is because even the attack probability is one, the expected
energy consumption incurred by activating the recovery function
is less than that incurred by activating the protection func-
tion. However, we observe an opposite result when the attack
probability is high in Scenario 3. That is, flow f1 will switch
to activate the protection function instead. This is simply due
to the fact that as the attack is more likely to hap-
pen, activating the protection function consumes less en-
ergy than activating the recovery function. As for the
Scenario 2, flow f1 activates the protection function when the
attack probability is larger than 0.5.

Figure 4(a) shows the expected energy consumption of flow
f1 when the attack happens randomly. Figure 4(b) represents the
energy consumption of flow f1 if we assume that the attack does
happen. Clearly, the expected energy consumption increases
when the attack probability increases as shown in Fig. 4(a). If the
attack happens, the energy saving is evident as the total energy
consumption for flow f1 in Scenario 3 decreases when the attack
probability increases as shown in Fig. 4(b). That is, because
the network controller will activate the protection function in
Scenario 3 when the expected energy consumption incurred
by activating recovery functions is larger than that incurred by
activating protection functions. As for the two other results as
shown in Fig. 4(b), neither the energy consumption for flow f1

in Scenario 1 nor that in Scenario 2 has ever changed with the
increase of the attack probability. That is, when the expectation
of energy consumption incurred by activating recovery functions
is less than that incurred by activating protection functions in
Scenario 1, it is more energy efficient to activate the recovery

functions than activating protection functions. As for the Sce-
nario 2, we observe in Fig. 3(b) that the protection functions
have been activated when the attack probability approaches
0.7. However, because the energy consumptions incurred by
activating the protection and recovery functions are identical
in Scenario 2, the energy consumption of flow f1 should be on
the same level under different attack probabilities once the attack
happens, which is shown in Fig. 4(b).

C. Comparison

Figures 5(a), 5(b) and 5(c) compare the energy consump-
tions under different scenarios among three different secure ap-
proaches to show the energy efficiency of our model: protection
function only, recovery function only and random activation of
protection & recovery functions. Figure 5(a) shows that the
energy consumption of the protection & recovery approach
strictly follows that of the recovery only approach, which is
the lower bound of the energy consumption. That is, the most
efficient way in Scenario 1 is to activate the recovery function
for all values of the attack probability. As for the Fig. 5(b),
the energy consumption of the protection & recovery approach
strictly follows that of the recovery only approach when the
attack probability is small, i.e., less than 0.6. Although the energy
consumption of the protection & recovery approach fluctuates
at the high attack probability, it still does not exceed that of
the protection only approach, which is the upper bound of the
energy consumption. The energy consumption fluctuations for
the protection & recovery approach in Fig. 5(b) are attributed to
the different scenarios used in the simulations of Figs. 5(a). In
particular, always activating the recovery function under differ-
ent attack probabilities is not the optimal solution in Scenario 2.
The phenomenon of energy saving as shown in Fig. 5(c) is
the most obvious among Figs. 5(a), 5(b) and 5(c). Specifically,
the energy consumption of the protection & recovery approach
almost strictly follows the lower bound of energy consumption
under different attack probabilities. The energy consumption of
the protection & recovery approach follows that of the recovery
only approach when the attack probability is small, i.e., less than
0.5. Again, the fluctuation of energy consumption is observed
and then when the attack probability is high, i.e., greater than 0.5,
the energy consumption of the protection & recovery approach
follows that of the protection only approach. Here, the energy
consumption of the protection only approach becomes the lower
bound of energy consumption.
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VIII. CONCLUSION

In this paper, we have developed a novel optimization formu-
lation to address the joint traffic routing and security function
activation problem, which can be considered to be the wireless
network security function virtualization with the software de-
fined network model. This optimization formulation is based on
stochastic programming, which is capable of capturing uncer-
tainty about attacks and capacity. The network controller can
consider energy budget and energy consumption of the nodes in
the network to optimize the decisions on routing, the activation
of both the protection function and the recovery function. This
problem is solved iteratively using the ADAL algorithm. We
have proved that the solution obtained by the ADAL algorithm
is the optimal solution to our problem. Finally we have provided
an experimental evaluation of our optimization using realistic
parameters derived by using ARO to measure security function
running on Android device. The performance evaluation has
shown some important results of the optimal solution. For ex-
ample, the network may not activate the protection function if
the attack probability is small and activate the recovery function
instead while consuming considerable amount of energy. For the
future work, we will consider incorporating the switch on/off
of the nodes to achieve more energy efficiency in the wireless
network.

APPENDIX

A. Proof of Theorem 1

Proof: For simplicity, we set

r = inf
�xm

{
2∑

m=1

fm(�xm)

∣∣∣∣∣

2∑

m=1

Am�xm −�b = �0equal,

2∑

m=1

Dm�xm + �d3 ≤ �0inequal, �x1 ∈ T1, �x2 ∈ T2

}
. (41)

Since
∑2

m=1 Am�xm −�b = �0equal is a condition in r, which
needs to be strictly satisfied, we accordingly have the following
equality equation:

r = inf
�xm

⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

2∑

m=1

fm(�xm) +
ρ

2

∥∥∥∥∥

2∑

m=1

Am�xm −�b

∥∥∥∥∥

2

︸ ︷︷ ︸
=0

∣∣∣∣∣∣∣∣∣∣

×
2∑

m=1

Am�xm −�b = �0equal,

2∑

m=1

Dm�xm + �d3 ≤ �0inequal, �x1 ∈ T1, �x2 ∈ T2

⎫
⎪⎪⎪⎪⎬

⎪⎪⎪⎪⎭

(42)

Additionally, according to Lemma 1, we have the following
inequality equation:

inf
�xm

⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

2∑

m=1

fm(�xm) +
ρ

2

∥∥∥∥∥

2∑

m=1

Am�xm −�b

∥∥∥∥∥

2

︸ ︷︷ ︸
=0

∣∣∣∣∣∣∣∣∣∣

×
2∑

m=1

Am�xm −�b = �0equal,

2∑

m=1

Dm�xm + �d3 ≤ �0inequal, �x1 ∈ T1, �x2 ∈ T2

⎫
⎪⎪⎪⎪⎬

⎪⎪⎪⎪⎭

≥ sup
�λ,�μ

{
L

(
�λ, �μ

)∣∣∣ �μ ≥ �0inequal
}
. (43)

We combine (42) and (43) together as follows:

r = inf
�xm

⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

2∑

m=1

fm(�xm) +
ρ

2

∥∥∥∥∥

2∑

m=1

Am�xm −�b

∥∥∥∥∥

2

︸ ︷︷ ︸
=0

∣∣∣∣∣∣∣∣∣∣

×
2∑

m=1

Am�xm −�b = �0equal,

2∑

m=1

Dm�xm + �d3 ≤ �0inequal, �x1 ∈ T1, �x2 ∈ T2

⎫
⎪⎪⎪⎪⎬

⎪⎪⎪⎪⎭

≥ sup
�λ,�μ

{
L

(
�λ, �μ

)∣∣∣ �μ ≥ �0inequal
}
. (44)

Firstly, we consider the case that r is unbounded. As we set
in (41), r is the lower bound of the set defined at the right-hand
side of the equality sign in (41), we only consider that r = −∞
under the unbounded case. Let r = −∞, then according to (44),
we have−∞ = r ≥ sup�λ,�μ{L (�λ, �μ)|�μ ≥ �0inequal}, and there-

fore sup�λ,�μ{L (�λ, �μ)|�μ ≥ �0inequal} = −∞. Correspondingly,

both sup�λ,�μ{L (�λ, �μ)|�μ ≥ �0inequal} and r are equal to −∞,
which is consistent with (37).

Next, we consider the case that r is bounded, i.e., r is finite
valued (r > −∞). Suppose that we have the following system,
⎧
⎨

⎩

∑2
m=1 fm(�xm)− r < 0,

2∑
m=1

Am�xm −�b = �0equal,
∑2

m=1 Dm�xm + �d3 ≤ �0inequal, �x1 ∈ T1, �x2 ∈ T2.

(51)

If the system (51) works, this means that ∀μ0 ≥ 0,

such that [μ0, �μ
	]	 ≥ [0, (�0inequal)

	
]	, [μ0, �μ

	,�λ	]	 �=
[0, (�0inequal)

	
, (�0equal)

	
]	, the inequality equation, i.e.,

(45), shown at the bottom of the next page, can always
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be ensured. However, as we set in (41), r is defined as
the lower bound of {

∑2
m=1 fm(�xm)|

∑2
m=1 Am�xm −�b =

�0equal,
∑2

m=1 Dm�xm + �d3 ≤ �0inequal, �x1 ∈ T1, �x2 ∈ T2} and
therefore the lower bound of

∑2
m=1 fm(�xm) in the above

system, i.e., (51). This implies that
∑2

m=1 fm(�xm)− r ≥ 0
in (51) and hence the system in (51) fails. Therefore, we have

∃μ0 ≥ 0, such that [μ0, �μ
	,�λ	]	 �= [0, (�0inequal)

	
, (�0equal)

	
]	,

[μ0, �μ
	]	 ≥ [0, (�0inequal)

	
]	, and (46), shown at the bottom

of the page. We add the term μ0
ρ
2 ‖

∑2
m=1 Am�xm −�b‖2

to the left side of (46) and obtain the inequality equa-
tion (47), shown at the bottom of the page. Since the term

μ0
ρ
2 ‖

∑2
m=1 Am�xm −�b‖2 ≥ 0, the greater-than/equal-to sign

in (47) can be ensured Here, in (47), μ0 > 0. Otherwise, if we
assume μ0 = 0, then (47) can be simplified as the following
inequality equation:

�λ	

(
2∑

m=1

Am�xm −�b

)
+ �μ	

(
2∑

m=1

Dm�xm + �d3

)
≥ 0.

(52)
As aforementioned, ∃�̃x1 ∈ T1, �̃x2 ∈ T2, such that∑2

m=1 Am�̃xm −�b = �0equal and
∑2

m=1 Dm�̃xm + �d3 ≤

�0inequal, we substitute �̃x1 and �̃x2 into (52) and have

�λ	

(
2∑

m=1

Am�̃xm −�b

)

︸ ︷︷ ︸
=�0equal

+ �μ	

(
2∑

m=1

Dm�̃xm + �d3

)

︸ ︷︷ ︸
≤�0inequal

≥ 0 (53)

As we observed in the inequality equation (53), if this
inequality equation works, �μ must be equal to �0inequal.
We substitute �μ = �0inequal into (52), and accordingly (52)
is transformed into �λ	(

∑2
m=1 Am�xm −�b) ≥ 0. Then, since

�0equal ∈ int(H(T1, T2)), we can assume that ∃�x1 ∈ T1, �x2 ∈
T2, such that

∑2
m=1 Am�xm −�b = −t�λ, t > 0. We substitute∑2

m=1 Am�xm −�b = −t�λ, t > 0 into (55) and obtain the fol-
lowing inequality equation:

0 ≤ �λ	

(
2∑

m=1

Am�xm −�b

)
= −t

∥∥∥�λ
∥∥∥

2
, t > 0 (54)

From (54),�λ must be equal to�0equal. Here, we can conclude that

μ0 = 0 implies [μ0, �μ
	,�λ	]	 = [0, (�0inequal)

	
, (�0equal)

	
]	,

which is impossible. Consequently, μ0 > 0.

μ0︸︷︷︸
≥0

[
2∑

m=1

fm(�xm)− r

]

︸ ︷︷ ︸
<0

+�λ	

(
2∑

m=1

Am�xm −�b

)

︸ ︷︷ ︸
=�0equal

+ �μ︸︷︷︸
≥�0inequal

	
(

2∑

m=1

Dm�xm + �d3

)

︸ ︷︷ ︸
≤�0inequal

< 0 (45)

μ0︸︷︷︸
≥0

[
2∑

m=1

fm(�xm)− r

]

︸ ︷︷ ︸
≥0

+�λ	

(
2∑

m=1

Am�xm −�b

)

︸ ︷︷ ︸
=�0equal

+ �μ︸︷︷︸
≥�0inequal

	
(

2∑

m=1

Dm�xm + �d3

)

︸ ︷︷ ︸
≤�0inequal

≥ 0. (46)

μ0

⎡

⎢⎢⎢⎢⎣

2∑

m=1

fm(�xm) +
ρ

2
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2∑

m=1

Am�xm −�b
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2

︸ ︷︷ ︸
≥0

−r

⎤

⎥⎥⎥⎥⎦
+�λ	

(
2∑

m=1

Am�xm −�b

)
+ �μ	

(
2∑

m=1

Dm�xm + �d3

)
≥ 0. (47)

2∑

m=1

fm(�xm) +
ρ

2

∥∥∥∥∥

2∑

m=1

Am�xm −�b
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2

− r +�λ
	
(

2∑

m=1

Am�xm −�b

)
+ �μ

	
(

2∑

m=1

Dm�xm + �d3

)
≥ 0, ∀�x1 ∈ T1, �x2 ∈ T2.

⇒
2∑

m=1

fm(�xm) +
ρ

2

∥∥∥∥∥

2∑

m=1

Am�xm −�b
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2

+�λ
	
(

2∑

m=1

Am�xm −�b

)
+ �μ

	
(

2∑

m=1

Dm�xm + �d3

)
≥ r, ∀�x1 ∈ T1, �x2 ∈ T2. (48)

inf
�xm

⎧
⎨

⎩

2∑

m=1

fm(�xm) + �̄λ
	
(

2∑

m=1

Am�xm −�b

)
+ �̄μ

	
(

2∑

m=1

Dm�xm + �d3

)
+
ρ

2
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2∑

m=1

Am�xm −�b
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2
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⎫
⎬

⎭
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(
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inf
�xm

{
2∑

m=1

fm(�xm)

∣∣∣∣∣

2∑
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Am�xm −�b = �0equal,

2∑
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Dm�xm + �d3 ≤ �0inequal, �x1 ∈ T1, �x2 ∈ T2

}
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L

(
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)∣∣∣ �μ ≥ �0inequal
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(50)
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Let �μ = �μ
μ0

and �λ =
�λ
μ0

, we divide (47) by μ0 and obtain the
inequality equation (48), shown at the bottom of the previous
page. Accordingly, from (48), we obtain (49), also shown at the
bottom of the previous page, and hence

sup
�λ,�μ

{
L

(
�λ, �μ

)∣∣∣ �μ ≥ �0inequal
}
≥ r. (55)

Compare (55) with (44), a conclusion can be drew, i.e., (50),
shown at the bottom of the previous page, and the proof is
completed. �
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